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Preface

Mastering Identity and Access Management with Microsoft Azure is a practical, hands-on
guide, packed with project experience and tailored to roles/scenarios and architecture and
hands-on guide. Business decision makers, architects, and system engineers are the audience of
this book. The book builds a very helpful reference for the three main Identity and Access
Management cloud scenarios to help the reader survive in future projects. The reader will
also be able to transition between the different scenarios and adapt the information
gathered from this book directly to a design, architecture, or implementation. With this
great resource, the reader gets an information package that also covers future functionalities
of Windows 10 and Windows Server 2016.

What this book covers

Chapter 1, Getting Started with a Cloud-Only Scenario, explains the main features and
licensing information, including some basic cost calculations for such an approach. The
challenging aspects with security and legal requirements will round off this chapter.

Chapter 2, Planning and Designing Cloud Identities, teaches everything you need in order to
understand and design identities for a cloud-only architecture. Starting with understanding
the user and group life cycles, you will learn how to design roles and administrative units
for Role-Based Access Control.

Chapter 3, Planning and Designing Authentication and Application Access, teaches you how to
design Azure AD as an identity provider and how to provide flexible and secure access to
Saa$S applications. Furthermore, you will learn about the rich authentication reporting
functionality.

Chapter 4, Building and Configuring a Suitable Azure AD, explains how to configure a
suitable Azure AD tenant based on the appropriate architecture. You will also learn how to
configure and manage users, groups, roles, and administrative units to provide user- and
group-based application and self-service access, including the audit functionality.
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Chapter 5, Shifting to a Hybrid Scenario, explores all the necessary information for a
transition process into a hybrid Identity and Access Management architecture with a single
or multi-forest on-premise Active Directory environment. You will be able to describe the
necessary architecture changes and relevant tasks to provide a successful solution shift.

Chapter 6, Extending to a Basic Hybrid Environment, guides you through all the business-
relevant information to plan and make the right decisions for a hybrid approach. You will
learn to adopt the correct features, licensing models, and security strategy for the typical
legal requirements.

Chapter 7, Designing the Hybrid Identity Management Architecture, teaches you how to take
advantage of managing common identities with Microsoft Identity Manager 2016 and to
build cloud identities with the Azure AD Connect utility. You will also explore all the
various functions for Identities by building a solid hybrid Identity Management solution.

Chapter 8, Planning the Authorization and Information Protection Options, explores the various
functions for authorization and information protection for building a solid hybrid Access
Management solution. Furthermore, you will get in touch with risk-based access control
and the future functionality of Windows Server 2016.

Chapter 9, Building Cloud from Common Identities, teaches you how to configure and manage
the Identity Synchronization and Federation environment. You will also be able to include
on-premise applications and Multi-Factor Authentication.

Chapter 10, Implementing Access Control Mechanisms, teaches you how to configure access-
control mechanisms in the hybrid environment. You will configure Multi-Factor
Authentication, Conditional Access, and Information Protection scenarios to apply the
required security functionality.

Chapter 11, Managing Transition Scenarios with Special Scenarios, guides you through the
transition process and principles for moving to a cloud-only or multi-forest approach.
Additionally, you will learn how to identify the right strategy to decide the correct direction
of a coming project. Furthermore, an effective change-management process will be
discussed in this chapter.

Chapter 12, Advanced Considerations for Complex Scenarios, discusses complex and hybrid
Identity and Access Management scenarios and teaches you all the necessary features and
licensing models to go ahead. You will learn to understand the special business
requirements and security and legal requirements in a complex hybrid infrastructure.

[2]
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Chapter 13, Delivering Multi-Forest Hybrid Architectures, teaches you the capabilities of
directory synchronization and single-sign on over different Active Directory forests. You
will also learn about Identity Management over company borders, such as in Business-to-
Customer (B2C) and Business-to-Business (B2B) scenarios. Furthermore, you will learn how
to enhance the management of identities, authentication, and authorization.

Chapter 14, Installing and Configuring the Enhanced Identity Infrastructure, teaches you how
configure and manage a Multi-Forest Synchronization and Single-Sign-On high available
identity and access management environment based on AAD Connect and ADFS in order
to provide the required infrastructure for several use cases in a hybrid identity and access-
management solution. You will also work with capabilities across company borders and
publish the most common on-premise services.

Chapter 15, Installing and Configuring Information Protection Features, shows you how to
configure information protection features with Azure RMS to secure access to sensitive data
in order to provide an extended access-management solution. You will configure and
publish custom Rights Policy templates, use RMS logging, and get a first view of the new
Azure Information Protection capabilities.

Chapter 16, Choosing the Right Transition, Method, and Future Trends, is the final destination
of our journey, where we will discuss additional information that will help you manage
several cloud scenarios and support new initiatives. We will jump into some upcoming
features and innovations of Microsoft.

What you need for this book

To use the book efficiently, you should have some understanding of security solutions,
Active Directory, access privileges/rights, and authentication methods. Programming
knowledge is not required but will be helpful for using PowerShell or working with APIs to
customize your solutions.

Who this book is for

This book is for business decision makers, IT consultants, and system and security
engineers who wish to plan, design, and implement Identity and Access Management
solutions with Microsoft Azure.

[3]
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Conventions

In this book, you will find a number of text styles that distinguish between different kinds
of information. Here are some examples of these styles and an explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLs, user input, and Twitter handles are shown as follows: "Mount
the downloaded webStorm-10*.dmg disk image file as another disk in your system."

A block of code is set as follows:

"use strict";

//--—— Start custom code —--—-—
function loadJquery (callback) {
var jqueryScript = document.createElement ('script');

jqueryScript.setAttribute('src',
'https://code.jquery.com/jquery—-1.11.2.min.js");
document .getElementsByTagName ('head') [0] .appendChild (jqueryScript) ;

Any command-line input or output is written as follows:

New-Item C:\inetpub\basicroot -type Directory
Import-Module Webadministration

New terms and important words are shown in bold. Words that you see on the screen, for
example, in menus or dialog boxes, appear in the text like this: "The shortcuts in this book
are based on the Mac 0s X 10.5+ scheme."

Warnings or important notes appear in a box like this.

Tips and tricks appear like this.

[4]
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Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book-what you liked or disliked. Reader feedback is important for us as it helps us develop
titles that you will really get the most out of. To send us general feedback, simply e-

mail feedback@packtpub.com, and mention the book's title in the subject of your
message. If there is a topic that you have expertise in and you are interested in either
writing or contributing to a book, see our author guide at www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.

Downloading the example code

You can download the example code files for this book from your account at http://www.p
acktpub. com. If you purchased this book elsewhere, you can visit http: //www.packtpub.c
om/support and register to have the files e-mailed directly to you.

You can download the code files by following these steps:

Log in or register to our website using your e-mail address and password.
Hover the mouse pointer on the SUPPORT tab at the top.

Click on Code Downloads & Errata.

Enter the name of the book in the Search box.

Select the book for which you're looking to download the code files.
Choose from the drop-down menu where you purchased this book from.
Click on Code Download.

Nk DN =

Once the file is downloaded, please make sure that you unzip or extract the folder using the
latest version of:

e WinRAR /7-Zip for Windows
e Zipeg /iZip / UnRarX for Mac
e 7-Zip / PeaZip for Linux
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Preface

The code bundle for the book is also hosted on GitHub at https://github.com/PacktPubl
ishing/Mastering-Identity-and-Access-Management-with-Microsoft-Azure. We also
have other code bundles from our rich catalog of books and videos available at https://gi
thub.com/PacktPublishing/. Check them out!

Downloading the color images of this book

We also provide you with a PDF file that has color images of the screenshots/diagrams used
in this book. The color images will help you better understand the changes in the output.
You can download this file from https://www.packtpub.com/sites/default/files/down

loads/MasteringIdentityandAccessManagementwithMicrosoftAzure_ColorImages.pdf

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books-maybe a mistake in the text or the code-
we would be grateful if you could report this to us. By doing so, you can save other readers
from frustration and help us improve subsequent versions of this book. If you find any
errata, please report them by visiting http: //www.packtpub.com/submit-errata, selecting
your book, clicking on the Errata Submission Form link, and entering the details of your
errata. Once your errata are verified, your submission will be accepted and the errata will
be uploaded to our website or added to any list of existing errata under the Errata section of
that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/conten
t/support and enter the name of the book in the search field. The required information will
appear under the Errata section.

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all media. At
Packt, we take the protection of our copyright and licenses very seriously. If you come
across any illegal copies of our works in any form on the Internet, please provide us with
the location address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected pirated
material.

We appreciate your help in protecting our authors and our ability to bring you valuable
content.
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Preface

Questions

If you have a problem with any aspect of this book, you can contact us
at questions@packtpub.com, and we will do our best to address the problem.
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Getting Started with a Cloud-
Only Scenario

Before jumping into the architecture and deployment of the Microsoft Azure IAM
capabilities, we will first start with a business view to identify the important business needs
and challenges of a cloud-only environment and scenario. Throughout this chapter, we will
also discuss the main features of and licensing information for such an approach. Finally,
we will round up with the challenges surrounding security and legal requirements.

The topics we will cover in this chapter are as follows:

e Identifying business needs and challenges

e An overview of feature and licensing decisions
¢ Defining the benefits and costs

e Principles of security and legal requirements

Identifying business needs and challenges

Oh! Don't worry, we don't intend to bore you with a lesson of typical IAM stories — we're
sure you've come across a lot of information in this area. However, you do need to have an
independent view of the actual business needs and challenges in the cloud area, so that you
can get the most out of your own situation.
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Common Identity and Access Management needs

Identity and Access Management (IAM) is the discipline that plays an important role in
the actual cloud era of your organization. It's also of value to small and medium-sized
companies, so that they can enable the right individuals to access the right resources from
any location and device, at the right time and for the right reasons, to empower and enable
the desired business outcomes. IAM addresses the mission-critical need of ensuring
appropriate and secure access to resources inside and across company borders, such as
cloud or partner applications.

The old security strategy of only securing your environment with an intelligent firewall
concept and access control lists will take on a more and more subordinated role. There is a
recommended requirement of reviewing and overworking this strategy in order to meet
higher compliance and operational and business requirements. To adopt a mature security
and risk management practice, it's very important that your IAM strategy is business-
aligned and that the required business skills and stakeholders are committed to this topic.
Without clearly defined business processes you can't implement a successful IAM
functionality in the planned timeframe. Companies that follow this strategy can become
more agile in supporting new business initiatives and reduce their costs in IJAM.

The following three groups show the typical indicators for missing IAM capabilities on the
premises and for cloud services:

¢ Your employees/partners:
e Same password usage across multiple applications without
periodic changes (also in social media accounts)

Multiple identities and logins

Passwords are written down in Sticky Notes, Excel, etc.

Application and data access allowed after termination

Forgotten usernames and passwords

Poor usability of application access inside and outside the company
(multiple logins, VPN connection required, incompatible devices,
etc.)

e Your IT department:
¢ High workload on Password Reset Support
¢ Missing automated identity lifecycles with integrity (data
duplication and data quality problems)

[91
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¢ No insights in application usage and security
e Missing reporting tools for compliance management

¢ Complex integration of central access to Software as a Service (SaaS), Partner
and On-Premise applications (missing central access/authentication/authorization
platform)

¢ No policy enforcement in cloud services usage

¢ Collection of access rights (missing processes)

¢ Your developers:
¢ Limited knowledge of all the different security standards,
protocols, and APIs
¢ Constantly changing requirements and rapid developments

e Complex changes of the Identity Provider

Implications of Shadow IT

On top of that, often the IT department will hear the following question: When can we expect
the new application for our business unit? Sorry, but the answer will always take too long. Why
should I wait? All I need is a valid credit card that allows me to buy my required business
application, but suddenly another popular phenomenon pops up: The shadow IT! Most of
the time, this introduces another problem — uncontrolled information leakage. The
following figure shows the flow of typical information — and that which you don’t know can
hurt!

Customer

data

service

Financial
data

Credit card
information
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The previous figure should not give you the impression that cloud services are inherently
dangerous, rather that before using them you should first be aware that, and in which
manner, they are being used. Simply migrating or ordering a new service in the cloud won't
solve common IAM needs. This figure should help you to imagine that, if not planned, the
introduction of a new or migrated service brings with it a new identity and credential set
for the users, and therefore multiple credentials and logins to remember! You should also
be sure which information can be stored and processed in a regulatory area other than your
own organization. The following table shows the responsibilities involved when using the
different cloud service models. In particular, you should identify that you are responsible
for data classification, IJAM, and end point security in every model:

Cloud Service Modell IaaS PaaS SaaS

Responsibility Customer | Provider | Customer | Provider | Customer | Provider
Data Classification X X X

End Point Security X X X

Identity and Access X X X X X
Management

Application Security X X X X
Network Controls X X X X

Host Security X X X
Physical Security X X X

The mobile workforce and cloud-first strategy

Many organizations are facing the challenge of meeting the expectations of a mobile

workforce, all with their own device preferences, a mix of private and professional

commitments, and the request to use social media as an additional means of business

communication.

[11]
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Let's dive into a short, practical, but extreme example. The AzureID company employs
approximately 80 employees. They work with a SaaS landscape of eight services to drive all
their business processes. On premises, they use Network-Attached Storage(NAS) to store
some corporate data and provide network printers to all of the employees. Some of the
printers are directly attached to the C-level of the company. The main issues today are that
the employees need to remember all their usernames and passwords of all the business
applications, and if they want to share some information with partners they cannot give
them partial access to the necessary information in a secure and flexible way. Another point
is if they want to access corporate data from their mobile device, it's always a burden to
provide every single login for the applications necessary to fulfil their job. The small IT
department with one Full-time Employee (FTE) is overloaded with having to create and
manage every identity in each different service. In addition, users forget their passwords
periodically, and most of the time outside normal business hours. The following figure
shows the actual infrastructure:

ACCESS FROM ANYWHERE AND ANY DEVICE TO BUSINESS SERVICES AND DATA

EMPLOYEE

SAAS / CLOUD APPLICATIONS
A

Gouogle

|

CUSTOMER

..—
-

ON-PREMISE SERVICES

PARTNER FILE SERVICE E

Let's analyze this extreme example to reveal some typical problems, so that you can match
some ideas to your IT infrastructure:

¢ Provisioning, managing, and de-provisioning identities can be a time-consuming
task

[12]
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e There are no single identity and credentials

¢ There is no collaboration support for partner and consumer communication

e There is no Self-Service Password Reset functionality

e Sensitive information leaves the corporation over email

e There are no usage or security reports about the accessed applications/services

¢ There is no central way to enable Multi-Factor Authentication (MFA) for
sensitive applications

¢ There is no secure strategy for accessing social media
¢ There is no usable, secure, and central remote access portal

Remember, shifting applications and services to the cloud just introduces
more implications/challenges, not solutions. First of all, you need your
IAM functionality accurately in place. You also need to always handle on-
premises resources with minimal printer management.

An overview of feature and licensing
decisions

With the cloud-first strategy of Microsoft, the Azure platform and their number of services
grow constantly, and we have seen a lot of costumers lost in a paradise of wonderful
services and functionality. This brings us to the point of how to figure out the relevant
services for JAM for you and how to give them the space for explanation. Obviously, there
are more services available that stripe this field with a small subset of functionality, but due
to the limited page count of this book and our need for rapid development, we will focus on
the most important ones, and will reference any other interesting content. The primary
service for IAM is the Azure Active Directory service, which has also been the core
directory service for Office 365 since 2011. Every other SaaS offering of Microsoft is also
based on this core service, including Microsoft Intune, Dynamics, and Visual Studio Online.
So, if you are already an Office 365 customer you will have your own instance of Azure
Active Directory in place. For sustained access management and the protection of your
information assets, the Azure Rights Management services are in place. There is also an
option for Office 365 customers to use the included Azure Rights Management services.
You can find further information about this by visiting the following link: http://bit.1y/1
KrXUxz.

[13]
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Let's get started with the feature sets that can provide a solution, as shown in the following
screenshot:

ACCESS FROM ANYWHERE AND ANY DEVICE MANAGED AND ACCESSED TROUGH AZURE IDAAS TO BUSINESS SERVICES AND DATA

SAAS / CLOUD APPLICATIONS

PUBLIC CLOUD
IDENTITY & ACCESS
MANAGEMENT

EMPLOYEE

&

MICROSOFT AZURE
ACTIVE DIRECTORY

r
A
v

Gougld
PUBLIC CLOUD
MICROSOFT AZURE

CUSTOMER RIGHTS MANAGEMENT

INFORMATION
PROTECTION

PARTNER FILE SERVICE

ON-PREMISE SERVICES

Including Azure Active Directory and Rights Management helps you to provide a secure
solution with a central access portal for all of your applications with just one identity and
login for your employees, partners, and customers that you want to share your information
with. With a few clicks you can also add MFA to your sensitive applications and
administrative accounts. Furthermore, you can directly add a Self-Service Password Reset
functionality that your users can use to reset their password for themselves. As the
administrator, you will receive predefined security and usage reports to control your
complete application ecosystem. To protect your sensible content, you will receive digital
rights management capabilities with the Azure Rights Management services to give you
granular access rights on every device your information is used.

Doesn't it sound great? Let's take a deeper look into the functionality and usage of the
different Microsoft Azure IAM services.

[14]
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Azure Active Directory

Azure Active Directory is a fully managed multi-tenant service that provides IAM
capabilities as a service. This service is not just an instance of the Windows Server Domain
Controller you already know from your actual Active Directory infrastructure. Azure AD is
not a replacement for the Windows Server Active Directory either. If you already use a local
Active Directory infrastructure, you can extend it to the cloud by integrating Azure AD to
authenticate your users in the same way as on-premise and cloud services.

Staying in the business view, we want to discuss some of the main features of Azure Active
Directory. Firstly, we want to start with the Access panel that gives the user a central place
to access all his applications from any device and any location with SSO.

The combination of the Azure Active Directory Access panel and the
Windows Server 2012 R2/2016 Web Application Proxy / ADFS capabilities
provide an efficient way to securely publish web applications and services
to your employees, partners, and customers. It will be a good replacement
for your retired Forefront TMG/UAG infrastructure.

Over this portal, your users can do the following;:

e User and group management

¢ Access their business relevant applications (On-premise, partner, and SaaS) with
single-sign-on or single logon

¢ Delegation of access control to the data, process, or project owner

e Self-service profile editing for correcting or adding information

e Self-service password change and reset

[15]
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* Manage registered devices

Microsoft Azure jochennickel@inovitch | inovit GmbH | ?

applications  groups approvals  profile

a Jochen Nickel @

USER ID PHONE
jochen.nickel@inovit.ch N/A

Change password

ALTERNATE EMAIL MOBILE FHONE

N/A N/A
DEPARTMENT o

N/A

Register for
Password Reset

With the Self-Service Password Reset functionality, a user gets a straight forward way to
reset his password and to prove his identity, for example through a phone call, email, or by
answering security questions.

a

=4

< [im] & & passwordreset.microsoftonline.com (v]

Microsoft Online Password Reset +

Microsoft

Get back into your account

Who are you?
To recover your account, begin by entering your user 1D and the characters in the picture or audio below.
* User ID:

Example: user@contoso.onmicrosoft.com or user@contoso.com

Qq% p

Enter the characters in the picture or the words In the audio,

o
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The different portals can be customized with your own Corporate Identity
branding. To try the different portals, just use the following links: https:/
/myapps.microsoft.com and https://passwordreset.microsoftonline

. com.

To complete our short introduction to the main features of the Azure Active Directory, we
will take a look at the reporting capabilities. With this feature you get predefined reports
with the following information provided. With viewing and acting on these reports, you are
able to control your whole application ecosystem published over the Azure AD access
panel.

Anomaly reports

e Error reports

Activity logs

Integrated application reports

User-specific reports

REPORT

ANOMALOUS ACTIVITY

Sign ins from unknown sources

Sign ins after multiple failures

Sign ins from multiple geographies

Sign ins from IP addresses with suspicious activity

Sign ins from possibly infected devices

Irregular sign in activity

Users with anomalous sign in activity

ACTIVITY LOGS

Audit report

Password reset activity

Password reset registration activity

Groups activity

INTEGRATED APPLICATIONS

Application usage

Account provisioning activity

Account provisioning errors

DESCRIPTION

May indicate an attempt to sign in without being traced.

May indicate a successful brute force attack.

May indicate that multiple users are signing in with the same account.
May indicate a successful sign in after 3 sustained intrusion attempt.
May indicate an attempt to sign in from possibly infected devices.
May indicate events anomalous to users’ sign in patterns.

Indicates users whose accounts may have been compromised.

Audited events in your directory
Provides a detailed view of password resets that occur in your organization,
Provides a detailed view of password reset registrations that occur in your organization.

Provides an activity log to all group related activity in your directory

Provides a usage summary for all 5aaS applications integrated with your directory.
Provides a history of attempts to provision accounts to external applications.

Indicates an impact to users’ access to external applications.

[17]
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From our discussions with customers we recognize that, a lot of the time, the differences
between the different Azure Active Directory editions are unclear. For that reason, we will
include and explain the feature tables provided by Microsoft. We will start with the
common features and then go through the premium features of Azure Active Directory.

Common features

First of all, we want to discuss the Access panel portal so we can clear up some open
questions. With the Azure AD Free and Basic editions, you can provide a maximum of 10
applications to every user. However, this doesn't mean that you are limited to 10
applications in total. Next, the portal link: right now it cannot be changed to your own
company-owned domain, such as https://myapps.inovit.ch. The only way you can do
so is by providing an alias in your DNS configuration; the accessed link is https://myapps.
microsoft.com. Company branding will lead us on to the next discussion point, where we
are often asked how much corporate identity branding is possible. The following link
provides you with all the necessary information for branding your solution: http://bit.1ly
/175 f2nw. Rounding up this short Q&A on the different feature sets is Application Proxy
usage, one of the important differentiators between the Azure AD Free and Basic editions.
The short answer is that with Azure AD Free, you cannot publish on-premises applications
and services over the Azure AD Access Panel portal.

Features AAD AAD Basic | AAD
Free Premium
Directory as a Service (objects) 500k unlimited |unlimited
User/Group management (UI or PowerShell) X X X
Access Panel portal for SSO (per user) 10 apps |10 apps unlimited
User-based application access management/provisioning | X X X
Self-service password change (cloud users) X X X
Directory synchronization tool X X X
Standard security reports X X X
High availability SLA (99.9%) X X
Group-based application access management and X X
provisioning
Company branding X X
Self-service password reset for cloud users X X
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Application Proxy X X

Self-service group management for cloud users X X

Premium features

The Azure Active Directory Premium edition provides you with the entire IAM capabilities,
including the usage licenses of the on-premises used Microsoft Identity Manager. From a
technical perspective, you need to use the Azure AD Connect utility to connect your on-
premises Active Directory with the cloud and the Microsoft Identity Manager to manage
your on-premises identities and prepare them for your cloud integration. To acquire Azure
AD Premium, you can also use the Enterprise Mobility Suite (EMS) license bundle, which
contains Azure AD Premium, Azure Rights Management, Microsoft Intune, and Advanced
Threat Analytics (ATA) licensing. You can find more information about EMS by visiting ht
tp://bit.ly/1cJLPcMand http://bit.ly/29rupF4.

Features Azure AD
Premium

Self-service password reset with on-premises write-back

Microsoft Identity Manager server licenses

Advanced anomaly security reports

Advanced usage reporting

Multi-Factor Authentication (cloud users)

XXX |[X]X[X

Multi-Factor Authentication (On-premises users)

Azure AD Premium reference:

http://bit.ly/lgyDRoN

MFA for cloud users is also included in Office 365. The main difference is
that you cannot use it for on-premises users and services such as VPN or
web servers.
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Azure Active Directory Business to Business

One of the newest features based on Azure Active Directory is the new Business to
Business (B2B) capability. The new product solves the problem of collaboration between
business partners. It allows users to share business applications between partners without
going through inter-company federation relationships and internally-managed partner
identities. With Azure AD B2B, you can create cross-company relationships by inviting and
authorizing users from partner companies to access your resources. With this process, each
company federates once with Azure AD and each user is then represented by a single
Azure AD account. This option also provides a higher security level, because if a user leaves
the partner organization, access is automatically disallowed. Inside Azure AD, the user will
be handled as though a guest, and they will not be able to traverse other users in the
directory. Real permissions will be provided over the correct associated group membership.

Azure Active Directory Business to Consumer

Azure Active Directory Business to Consumer (B2C) is another brand new feature based
on Azure Active Directory. This functionality supports signing in to your application using
social networks like Facebook, Google, or LinkedIn and creating developed accounts with
usernames and passwords specifically for your company-owned application. Self-service
password management and profile management are also provided with this scenario.
Additionally, MFA introduces a higher grade of security to the solution. Principally, this
feature allows small, medium and large companies to hold their customers in a separated
Azure Active Directory with all the capabilities, and more, in a similar way to the corporate-
managed Azure Active Directory. With different verification options, you are also able to
provide the necessary identity assurance required for more sensible transactions. Azure
B2C takes care about all the IAM tasks for own development application.

Azure Active Directory Privileged Identity
Management

Azure AD Privileged Identity Management provides you with the functionality to manage,
control, and monitor your privileged identities. With this option, you can build up an Role-
based Access Control (RBAC) solution over your Azure AD and other Microsoft online
services, such as Office 365 or Microsoft Intune. The following activities can be carried out
with this functionality:

* You can discover the actual configured Azure AD Administrators
® You can provide just in time administrative access
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* You can get reports about administrator access history and assignment changes

¢ You can receive alerts about access to a privileged role

The following built-in roles can be managed with the current version:

Global Administrator
Billing Administrator

User Administrator

Azure MFA

Protecting sensible information or application access with additional authentication is an
important task not just in the on-premises world. In particular, it needs to be extended to
every sensible cloud service used. There are a lot of variations for providing this level of
security and additional authentication, such as certificates, smart cards, or biometric
options. For example, smart cards depend on special hardware used to read the smart card
and cannot be used in every scenario without limiting the access to a special device or
hardware or. The following table gives you an overview of different attacks and how they

Service Administrator

Password Administrator

can be mitigated with a well designed and implemented security solution.

Attacker

Security solution

Password brute force

Strong password policies

Shoulder surfing
Key or screen logging

One-time password solution

Phishing or pharming

Server authentication (HTTPS)

Man-in-the-Middle
Whaling (Social engineering)

Two-factor authentication
Certificate or one-time password solution

Certificate authority corruption
Cross Channel Attacks (CSRF)

Transaction signature and verification
Non repudiation

Man-in-the-Browser
Key loggers

Secure PIN entry

Secure messaging

Browser (read only)

Push button (token)
Three-factor authentication
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The Azure MFA functionality has been included in the Azure Active Directory Premium
capabilities to address exactly the attacks described in the previous table. With a one-time
password solution, you can build a very capable security solution to access information or
applications from devices that cannot use smart cards as the additional authentication
method. Otherwise, for small or medium business organizations a smart card deployment,
including the appropriate management solution, will be too cost-intensive and the Azure
MFA solution can be a good alternative for reaching the expected higher security level.

In discussions with our customers, we recognized that many don't realize that Azure MFA
is already included in different Office 365 plans. They would be able to protect their Office
365 with multi-factor out-of-the-box but they don't know it! This brings us to Microsoft and
the following table, which compares the functionality between Office 365 and Azure MFA.

Feature 0365 | Azure

Administrators can enable/enforce MFA to end-users

Use mobile app (online and OTP) as second authentication factor

Use phone call as second authentication factor

Use SMS as second authentication factor

App passwords for non-browser clients (for example, Outlook, Lync)

Default Microsoft greetings during authentication phone calls

X XXX X[X[X

Remember Me

IP Whitelist

Custom greetings during authentication phone calls

Fraud alert

Event confirmation

Security reports

Block/unblock users

One-time bypass

Customizable caller ID for authentication phone calls

MFA Server - MFA for on-premises applications

XAIXIXIX|XAX]XIX]X[X]X[ XXX XX

MFA SDK - MFA for custom apps
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With the Office 365 capabilities of MFA, the administrators are able to use basic
functionality to protect their sensible information. In particular, if integrating on-premises
users and services, the Azure MFA solution is needed.

Azure MFA and the on-premises installation of the MFA server cannot be
used to protect your Windows Server DirectAccess implementation.
Furthermore, you will find the customizable caller ID limited to special
regions.

Azure Rights Management

More and more organizations are in the position of providing a continuous and integrated
information protection solution to protect sensible assets and information. On the one hand
is the department, which carries out its business activities, generates the data, and then
processes. Furthermore, it uses the data inside and outside the functional areas, passes it,
and runs a lively exchange of information.

On the other hand, revision is required by legal requirements that prescribe measures to
ensure that information is dealt with and dangers such as industrial espionage and data loss
are avoided. So, this is a big concern when safeguarding sensitive information.

While staff appreciate the many methods of communication and data exchange, this
development starts stressing the IT security officers and makes managers worried. The fear
is that critical corporate data stays in an uncontrolled manner and leaves the company or
moves to competitors. The routes are varied, but data is often lost in inadvertent delivery
via email. In addition, sensitive data can leave the company on a USB stick and smartphone,
or IT media can be lost or stolen. In addition, new risks are added, such as employees
posting information on social media platforms. IT must ensure the protection of data in all
phases, and traditional IT security solutions are not always sufficient. The following figure
illustrates this situation and leads us to the Azure Rights Management services.
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Like its other additional features, the base functional is included in different Office 365
plans. The main difference between the two is that only the Azure RMS edition can be
integrated in an on-premises file server environment in order to be able to use the File
Classification Infrastructure feature of the Windows Server file server role.

The Azure RMS capability allows you to protect your sensitive information based on
classification information with a granular access control system. The following table,
provided by Microsoft, shows the differences between the Office 365 and Azure RMS
functionality. Azure RMS is included with E3, E4, A3, and A4 plans.

Feature RMS |RMS
0365 |Azure
Users can create and consume protected content by using Windows clients | X X

and Office applications

Users can create and consume protected content by using mobile devices | X X
Integrates with Exchange Online, SharePoint Online, and OneDrive for X X
Business

Integrates with Exchange Server 2013/Exchange Server 2010 and X X

SharePoint Server 2013/SharePoint Server 2010 on-premises via the RMS
connector

Administrators can create departmental templates X X

Organizations can create and manage their own RMS tenant key in a X X
hardware security module (the Bring Your Own Key solution)

Supports non-Office file formats: Text and image files are natively X X
protected; other files are generically protected

RMS SDK for all platforms: Windows, Windows Phone, iOS, Mac OSX, X X
and Android

Integrates with Windows file servers for automatic protection with FCI via X

the RMS connector

Users can track usage of their documents X

Users can revoke access to their documents X

In particular, the tracking feature helps users to find where their documents are distributed
and allows them to revoke access to a single protected document.
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Microsoft Azure security services in combination

Now that we have discussed the relevant Microsoft Azure IAM capabilities, you can see
that Microsoft provides more than just single features or subsets of functionality.
Furthermore, it brings a whole solution to the market, which provides functionality for
every facet of IAM. Microsoft Azure also combines clear service management with IAM,
making it a rich solution for your organization. You can work with that toolset in a native
cloud-first scenario, hybrid, and a complex hybrid scenario and can extend your solution to
every possible use case or environment. The following figure illustrates all the different
topics that are covered with Microsoft Azure security solutions:

[dentity Management ] [ Service Management ]

Cloud Solution H Policies & Workflows H Federation

[ACC@SS Management J [Im‘ormat'on Protect‘onJ

Defining the benefits and costs

The Microsoft Azure IAM capabilities help you to empower your users with a flexible and
rich solution that enables better business outcomes in a more productive way. You help
your organization to improve the regulatory compliance overall and reduce the information
security risk. Additionally, it can be possible to reduce IT operating and development costs
by providing higher operating efficiency and transparency. Last but not least, it will lead to
improved user satisfaction and better support from the business for further investments.

The following toolset gives you very good instruments for calculating the costs of your
special environment.

e Azure Active Directory Pricing Calculator: http://bit.1ly/1fspdhz
¢ Enterprise Mobility Suite Pricing: http://bit.1ly/1V42RSk
e Microsoft Azure Pricing Calculator: http://bit.1ly/1JojUfA

[25]


http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1fspdhz
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1V42RSk
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
http://bit.ly/1JojUfA
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Principles of security and legal requirements

The classification of data, such as business information or personal data, is not only
necessary for an on-premises infrastructure. It is the basis for the assurance of business-
related information and is represented by compliance with official regulations. These
requirements are of greater significance when using cloud services or solutions outside
your own company and regulation borders. They are clearly needed for a controlled shift of
data in an area in which responsibilities on contracts must be regulated. Safety limits do not
stop at the private cloud, and are responsible for the technical and organizational
implementation and control of security settings.

The subsequent objectives are as follows:

¢ Construction, extension, or adaptation of the data classification to the Cloud
Integration

e Data classification as a basis for encryption or isolated security silos
¢ Data classification as a basis for authentication and authorization

Microsoft itself has strict controls that restrict access to Azure to Microsoft employees.
Microsoft also enables customers to control access to their Azure environments, data, and
applications, as well as allowing them to penetrate and audit services with special auditors
and regulations on request.

A statement from Microsoft: Customers will only use cloud providers in
which they have great trust. They must trust that the privacy of their
information will be protected, and that their data will be used in a way
that is consistent with their expectations. We build privacy protections
into Azure through Privacy by Design.

You can get all the necessary information about security, compliance, and privacy by
visiting the following link http://bit.1ly/1uJTLAT.
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Getting Started with a Cloud-Only Scenario

Summary

Now that you are fully clued up with information about typical needs and challenges and
feature and licensing information, you should be able to apply the right technology and
licensing model to your cloud-only scenario. You should also be aware of the benefits and
cost calculators that will help you calculate a basic price model for your required services.
Furthermore, you can also decide which security and legal requirements are relevant for
your cloud-only environments.

In the next chapter, we will design a sustainable cloud-only IAM environment. We will
discuss the user and group life cycle and the roles and administrative units with the
relevant identity reporting capabilities. We look forward to seeing you work on your design
in the next chapter.
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Having read through the first chapter, you will have realized that Microsoft Azure provides
a whole bunch of functionality for Identity and Access Management. Now, after hearing the
relevant business information, we will dive into the architecture of Azure Active Directory
to understand the relevant concepts and design dependencies for cloud-only identities.
Furthermore, we will see that small or innovative companies often follow the cloud-only
strategy. This is perfectly normal, as most companies have an existing local IT
infrastructure. Often you will find a domain controller and file/print services on-premises,
but Azure Active Directory also provides users with important Identity Management as a
Service and identity repository features for a more flexible and value added IT ecosystem.
After reading this chapter, you will also be able to design and construct roles and
administrative units for Role Based Access Control (RBAC) in your current or planned
Microsoft Azure environment. We will go through these topics, starting with these cloud-
only capabilities and then on to basic and complex hybrid designs in the following chapters.
In this chapter, we will focus on the following main topics:

¢ Understanding the user and group life cycle
¢ Designing roles and administrative units
e Managing identity reporting capabilities



Planning and Designing Cloud Identities

Understanding the user and group life cycle

One of the basic concepts to understand is the user and group life cycle, so it's very
important to understand the different repositories and capabilities where objects are stored
and managed. In this section, we will provide you with the necessary information for
designing your solution.

Microsoft Azure Identity repositories and
capabilities

IAM is a very broad field in technology. Internet threats are becoming more intelligent and
effective, so IAM solutions must constantly evolve to keep up. In particular, these solutions
must address the four most important fields in order to be successful. The four main topics
are the administration, authentication, authorization, and auditing of identities. With
Microsoft Azure, you get several options for leveraging identity and access management
solutions.

Azure Active Directory is the central and main identity repository for the whole Microsoft
Azure landscape. The existence of an Azure AD directory is a requirement for an Azure
subscription, and you can find out more information on that by visiting: http://bit.1ly/2a
rPab54.

Each Azure tenant has at least one directory associated with it. Azure
tenants can have multiple directories and these directories are all separate
and unique. For example, if two Azure AD directories exist in the same
tenant, they have their own set of administrators and there is no data
shared between them. The administrator of one directory in the tenant
does not have access to another directory in the same tenant, unless you
explicitly grant access to it.

e Mandatory: There is always one directory in a tenant (. onmicrosoft . com)
¢ Recommended: There should be an Azure AD directory for testing purposes

¢ Optional: Developers may have their own Azure AD directory for development
reasons

[29]
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Azure Active Directory is used for logging into and accessing the Azure portal, Office 365,
Dynamics, Intune, and other Microsoft cloud services. It also offers a variety of specific
manifestations for addressing the most important use cases in actual environments. The
following figure shows the main subsets of Azure Active Directory and further identity
services that can be designed and implemented:

AAD AAD
B2C ‘ DS

@.%.

Azure Ildentity Services AD DS

Access
Control
Services

SaasS
Services

All the shown services allow you to work in a cloud-only and hybrid Identity and Access
Management approach, so it's important that you can map the specific service to the
requirements and use cases to provide a suitable solution for your company.

e Azure Active Directory: Azure AD is a single, multi-tenant directory and cloud-
scale identity service. Azure AD has features that rely on cloud services, such as
Azure Multi-Factor Authentication(MFA). You can use the cloud Identity
Management as a Service (IdMaaS) feature, such as Self Service Password Reset,
to enable new identity management features that traditionally take weeks of
months to deploy on-premises.
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e Azure Active Directory Domain Services: They allow you to move workloads to
the cloud with Kerberos, NT LAN Manager (NTLM) as authentication protocols.
You are also able to connect by Lightweight Directory Access Protocol (LDAP)
to the directory service. Basic group policies are also available in this scenario.
This service is an extension of your current Azure Active Directory and you can
take advantage of the functionality.

¢ Active Directory Domain Services on IaaS: This is a Domain Controller hosted
on a virtual machine in Microsoft Azure IaaS and allows you to provide an
Active Directory that you are familiar with from on-premises infrastructures.

e Azure Active Directory Access Control Services: This does not own any
identities; it federates identities. It is a federation provider and allows you to
adopt social media logins.

e Identities in SaaS identity repositories: These services rely on their own user
repositories and can be integrated in a federation scenario.

e Azure Active Directory B2B: This is an extension of your Azure Active Directory
that allows you to provide your application ecosystem to partners and other
external parties with focus on the authorization process. The authentication
process will be simplified both for organizations with Azure Active Directory and
without.

e Azure Active Directory B2C: This has an own directory in your tenant that
allows you to provide customer facing applications with the entire capabilities of
Azure Active Directory, including the integration of social media identity
providers. It allows developers to focus on the application and not on the identity
and access management functionalities.

Azure Active Directory conceptual architecture

Essentially, Azure Active Directory is a scalable directory infrastructure that provides
functionality for data access, replication and synchronization, device registration, and
Security Token Services(STS). Azure AD follows the Windows Server AD(WSAD) data
model with special modifications for the cloud usage scenario. The core data model
contains the following main information:

¢ Directory contexts, one or multiple per tenant plus a system
¢ Each object has an object class or type (Object Type)
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¢ An object contains a set of properties
¢ An object may contain a set of navigation properties
¢ Object (link) instances

Objects do not have distinguished names and are not arranged into a
distinguished multi-level hierarchy. Also, the directory doesn't support
object class inheritance.

The following figure shows the Azure AD core directory, the administration, and
authentication endpoints, including the capabilities for integrating On-premises Active
Directory Federation Services for a better understanding of the whole architecture:

login.microsoftonline.com
Sign-In Service STS

H

loginwindowsnet
Sign-In Service STS

End[:oims
W5-Federation metadata
SAML 2 0 metadata
WS5-Federation/SAML 2.0
WS-Trust

-
Corporate Network

Connector

http://webapp 1

Resource

Endpoints
'W5-Federation/SAML 2.0 metadata
W5-Federation

( Azure Active Directory
Azure AD core directory A Web-based Management
https://webapp1- Portal
example.msappproxy.net Windows PowerShell cmdlets
Sync from On-Premise
Azure AD
Application Proxy Organization’s directory tenant [« ® Graph APl 4 - 2. Usethe Actess token” - *
Graph API REST interface to query your Windows
\ J graphawindows.net/ Azure AD directory
¢ <tenant> endpoint tenant
Windows Azure AD STS h
(logical)

Windows Azure Access
Control Service STS

1. Obtain an Access
Token

OpenlD provider configuration information

OpenlD provider user information

OpenlD provider keys discovery (enly tenant-independent)

SAMLZ2D

OAuth 20 authorization
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QAuth20 logout
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Usage scenarios of Azure Active Directory
Premium

With the premium version of Azure Active Directory, you get a rich set of capabilities that
allow users and administrators to manage identities in the cloud. Beginning the design
process, we separate the key areas into two sections: basic and advanced modules. You will
mainly start to design a solid user and group life cycle, followed by advanced topics such as
administrative units and role-based access management. Finally, you will move to the
reporting features to provide a variety of activity, security, and audit reports. The following
figure gives you a graphical overview of the next sections:

=
Azure AD Usage Scenarios
A

= User Password Group Device
0 Management Management Management Management
3 Administrati

ministrative
= . Role-based access
o Units
> Management
o Management
<L

Reporting
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Generally, you can use different methods to manage the various scenarios. In no particular
order, here are some common methods:

e UX management: This manually uses the Azure Management Portal. This portal
is very intuitive and easy to understand. In special companies without on-
premises directories or a small number of employees, this approach is used to
manage their identities. It's also very handy for tests, small proof of concepts, and
application development. The following figure gives you an idea about how to
manage users with the Management Portal:

B jochen nickel
@ PROFILE  WORKINFO  DEVICES ~ ACTIITY
EI Anas Nickel

Jochen Nickel . .
E Jochen Mickel ide rmty

lochen Mickel
6 On-Premises Direct... FIRST NAME Jochen

Tenant Administrat...
Eh

HJ LAST NAME M
DB
@ DISPLAY NAME Jochen Nickel
USER NAME |iochen.nitkel |@|'\dent’\typlus.ch hd
c
EL OBIECTID 17bc8200-46bd-49be-b693-bafddbde2ba5 T
E role
@ ORGANIZATIONAL ROLE User hd
ALTERNATE EMAIL ADDRESS
@ settings
@ ALLOW THE USER TO SIGN IN AND ACCESS ALLOW BLOCK
"
+ u v
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e PowerShell management: This is a scripted way of using PowerShell and the
Azure Active Directory cmdlets. This method provides you with a simple way
to automate tasks such as user licensing or bulk modification operations.

e Graph API management: This programatically uses the Azure AD Graph APL
This is an extremely powerful option that essentially gives you full control of
how identities are managed in Azure Active Directory. To be able to design a
powerful management solution and to get a better understanding of this option,
we will provide a short introduction to this field of technology.

Basically, we start with the question: What is a graph? The simplest answer to this question is
to say that it's a RESTful interface for Azure AD. This interface allows you to perform
tenant-specific queries and programmatically access directory objects like users, groups,
and roles. You can also access relationships like members, memberOf, and
directReports. The requests use the HITTP standard methods get, post, and delete to
create, read, update, and delete objects in the Azure Active Directory. The Graph API also
provides the following functionality:

¢ The responses support JSON, XML, and standard HTTP status codes
e Compatibility with OData V3
e Uses OAuth 2.0 for authentication and role based assignment

The following shows a simplified interaction flow between the application and the graph
API to understand the architecture of this interface:

Azure AD

Authentication
Endpoint (OAuth)
JWT Token Request Return JWT Token

Azure Active Directory

4 ~ HTTP Request .
— T Token ™ REST Service Authorization
Application Validates token, processes Check
_ Return Response request, returns data
. S Wwith Data .
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For completeness, we need a short answer to the question: What is REST? REST stands for
Representational State Transfer and is an architecture style and not a protocol. It gives a
description of how HTTP should be used for accessing data and follows these
characteristics:

RESTful Web Services expose resources through a URI
Clients use HTTP Verbs
Single resource, with multiple representations

Stateless

After studying the theory, it's time to show you an example of how to create a new user in
Azure Active Directory. You can also use the online Graph Explorer to get a deeper
understanding of this material. There is the option to use the provided demo company or
your own tenant at: https://graphexplorer.cloudapp.net/.

Example: Create new user

Method: POST
https://graph.windows.net/identityplus.ch/users?api-version=2013-04-05

HEADERS

Content-Type: application/json

Authorization: Bearer
eyJ0eXArOiJLV1QiLCJhbGciOiJSAzIINiIsEng1dCI6Ik8HVEZSZEstZnl0aEV1T.. ..

BODY

{

"accountEnabled":true,
"userPrincipalName":"NewUser@identityplus.ch",
"displayName":"New User",

"passwordProfile":{ "password":"NewStartWithGr@phAP1",
"forceChangePasswordNextLogin":true},
"mailNickname":"NewUser"

}

RESPONSE:
201 Created
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The previous example fulfills the following requirements:

e Password meets the tenant's accepted password complexity
e Uses the minimum set of properties to create a user
e Usage location is not set by the example above

You can use this functionality in the different reading scenarios, such as:

e Simply reading from Azure Active Directory
¢ Receiving Deltas from changes

¢ Using it for authorization decisions, like getting users group and role
memberships

¢ Designing workflows that look up relationships (Manager/Direct Report)

¢ Checking subscribed services such as Exchange, SharePoint, Skype, or Dynamics
CRM

e For designing people or group pickers with list, search user, or groups functions

Also for typical writing scenarios, such as:

e Updating users, groups, and roles

¢ Adding users to groups or roles

e Setting the user password

¢ Provisioning and de-provisioning of users

After discussing the different management methods and scenarios for designing an
administrative solution, we will move on to the first basic module: User Management.
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Important user principles

The main focus of an Identity and Access management solution is to reflect an end-to-end
life cycle. The identity lifecycle with the main principles of hiring, transition, and
termination is also valid for a cloud identity scenario and can be represented with the
necessary work items, as follows:

Create,
Change,
Register

Distribute,
Deactivate, Provide,

Delete Integrate,
Transform

Employee life cycle (word smart)

The relationship starts when a new employee joins the organization and his identity and
corresponding information must be provided. Initially, an identification of the employee as
a user will be created and an assignment of standard access rights to applications will be
implemented.
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The following partial processes run in a typical end-to-end process:

e Provisioning

¢ Creation of the person and identifier(s)

e Definition of group and role memberships

e Definition of the required system and application access
e Authentication and Authorization

e Validation of the person's identity

e Determination of the right-to-access

e Audit and security reporting

e Management of system authorizations
e Self-Service

¢ Registration for Password Reset and maintenance of other
verification options

e Password Reset and Changes, Account Unlock
¢ Maintenance of personal information
e De-provisioning
¢ Revoking of permissions/authorizations based on current role(s)
e Deactivation of the user account
¢ Deletion of the user account
e Security controls

After a brief refresher of the standard processes and work items, we will now dive into the
specialties of Azure Active Directory, starting with the different account types you can
create. In Azure Active Directory, you can use three main types:

e Azure Active Directory Accounts
* Microsoft Accounts
e Organizational Accounts
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The following figure shows the manual process of creating a new user account in Azure

Active Directory over the Azure Web Management Portal:

TYPE OF USER

Mew user in your organization

User with an existing Microsoft account
User in ancther Microsoft Azure AD directory
Users in partner companies

@ | identityplus.ch

v

e Azure Active Directory Accounts: In Azure Active Directory, you can create

users and groups in your directory. This service works independently because it's

able to perform the authentication of a user without any on-premises

infrastructure integration. With the integration of on-premises directory services,

users and groups can directly access resources within Azure. Every user is then

represented in the Azure Active Directory.

Jochen Nickel Jochen.nickel@identityplus.ch Microsoft Azure Active Directory
Jochen Nickel Jochen.nickel@azureid.ch Local Active Directory
Jochen Nickel Jochen.nickel@outlook.com Microsoft account

I Jochen Nickel Jochen.nickel @identityplus.onmicrosoft.com

Microscft Azure Active Directory

e Microsoft Accounts: These are normally used for private usage scenarios and

without any organizational control.
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Recommendation

Provide access to resources whenever possible with Organization
Accounts in Azure subscriptions. Do not allow the use of existing personal
Microsoft accounts. Depending on the individual permissions, these
accounts may be tied to the company Azure Subscriptions, have access to
storage accounts, and billing information. Also, aliases are used in the

naming of the account, like alias4711@outlook.com.

A valid design principle for Microsoft Accounts is to map them to a
person and use a format like FirstName.LastName@outlook.com. A
format like FirstName.LastName.Suffix@outlook.com can also be
used to identify different environments, such as DEV for the

development account.

Jochen Nickel Jochen.nickel@identityplus.ch Microsoft Azure Active Directory
Jochen Nickel Jjochen.nickel@azureid.ch Local Active Directory

I Jochen Nickel Jjochen.nickel@outlook.com Microsoft account
Jochen Nickel Jjochen.nickel@identityplus.onmicrosoft.com Microsoft Azure Active Directory

¢ Organizational Accounts: The recommended way to manage Azure
subscriptions is to use Organizational Accounts. The form of an organizational

account can be the organization's email address, such as

FirstName.LastName@organizationalname.com. This happens if a company
configures a custom domain and uses a cloud only, directory synchronization, or
federation scenario. The main reason for using Organizational Accounts is that
the organization has more control over the user account. Furthermore, many of
the Azure Service offerings depend heavily on Organizational Accounts.

Jochen Nickel Jochen.nickel@identityplus.ch Microscft Azure Active Directory
Jochen Nickel Jochen.nickel@azureid.ch Local Active Directory

Jochen Nickel Jjochen.nickel@outlock.com Microscft account

Jochen Nickel Jochen.nickel@identityplus.onmicrosoft.com Microsoft Azure Active Directory
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If we create a user account in Azure Active Directory, we are already using
another very important design principle. The User Principal Name (UPN) is
used as the user's sign-in name. The following figure shows the re-usage of
this convention for a user account in a pure cloud identity scenario.

Login
E-mail address

SIP address —

Organization 1D

jochen.nickel@identityplus.ch

User principal name (UPN)

As an architect or engineer of such a solution, you should be aware of the following
statements about the user principal name:

¢ Alternate Login ID: This is a way to achieve UPN alignment without having to
modify the UPN attribute of user accounts (AAD Connect — Synchronization

Scenario)

e UPN requirements:

e Limitations:
[ ]

Can only contains letters, numbers, periods, dashes, and
underscores

Must be known by users

The domain suffix must be under the domain chosen for Single
sign-on

UPN alignment

The domain selected to federate must be registered as a public
domain

A required change of UPNs in on-premises Active Directory
domains

No usage in an Exchange Hybrid Online Deployment.

Current Azure AD Connect deployments with synchronized
objects; need to change the UPN of every user account.
Kerberos-based SSO no longer works for applications that rely on
the Sign-in Assistant for example, S4B or OD4B

Azure AD Application Proxy and Kerberos Constrained Delegation
requires a UPN match between Azure AD and the on-premise
Active Directory
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e If you start thinking about the integration of your on-premises infrastructure, you
should also think about what implications a change of the UPN has on the rest of
your infrastructure. Just to give you an idea of this, think about the certificates
and applications that depend on this attribute. We will discuss and give you
further information on this topic in the hybrid scenarios later on in the book.
Next, we will discuss the different ways to manage your users in Azure Active
Directory.

Whenever possible, try to have the e-mail address aligned with the UPN
for a better user experience and the usage of the most compatible scenario.

Defining the correct user management

The user management in Azure Active Directory can be arranged in three different ways.
We have already discussed this issue more generally in the section on usage scenarios in
this chapter. Now we will focus on managing user accounts. The first, and easiest, way to
administer user accounts is to use the Azure Web Management Portal, as you can see in the
following figure:

&3 DASHBOARD USERS GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION CONFIGURE REPORTS LICENSES

DISPLAY NAME USER NAME SOURCED FROM yel
Jochen Nickel Jjochen.nickel@identityplus.ch Microsoft Azure Active Directory

Jochen Nickel jochennickel@azureid.ch Local Active Directory

Jochen Nickel Jjochen.nickel@outiock.com Microsoft account

On-Premises Directory Synchronization Service Account  Sync_AZIDADSO1_c4035ede7504@identityplus.onmicrosoft.com Local Active Directory

Tenant Administrator admin@identityplus.onmicrosoft.com Microsoft Azure Active Diractory

= (2]

ADD USER. MANAGE MULTI-
FACTOR AUTH
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With the portal you are able to create, change, and delete user accounts and their attributes.
In the local Active Directories you are able to disable user accounts. Azure Active Directory
allows you to A11low or Block the user to sign in and access services. This helps you to
manage temporary staff or the deactivation of a user account before you delete it:

settings

ALLOW THE USER TO SIGH IMN AND ACCESS ALLOW BLOCK
SERVICES?

The portal also allows you to monitor the used devices and applications directly on the
user's properties, as you can see in the following example:

11/25/2015 11:42:57 PM Microsoft Device Registration Cli...  84.75.23.101 Zuerich, Zuerich, CH Windows
11/25/2015 11:42:40 PM Universal Store Native Client 84.75.23.101 Zuerich, Zuerich, CH Windows
11/25/2015 11:42:37 PM Accounts Control Ul 84.75.23.101 Zuerich, Zuerich, CH Windows
11/25/2015 11:40:22 PM Unknown First-Party App 84.75.23.101 Zuerich, Zuerich, CH Windows
11/25/2015 11:40:05 PM Device Registration Service 84.75.23.101 Zuerich, Zuerich, CH Windows

Another important aspect is to set the user's manager. You can do that just by copying the
user's object ID of the manager to the managed user.

ORIECT ID 17bc9a00-46bd-49be-b693-bafi9bde2b85 I'.

MANAGER 1D 17bc9a00-46bd-49be-b693-bafdSbde2b85 | VIEW MANAGER
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Your user management solution can also use PowerShell with the Azure Active Directory
module. This option should be used for bulk or detailed operations or for scenarios with a
higher number of employees. The cmdlets help you to perform many tasks, such as
managing users, passwords, and user principle names. After installing the Azure Active
Directory module (http://bit.1ly/10dzTIs), you can use the PowerShell to administer
your Azure AD. See the following figure, which shows you some example cmdlets that
you can use to design your solution scripts:

E3 Administrator; Windows PowerShell — O e

Function

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet r
Cmdlet M r Authentication
Cmdlet M r Authentication
Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

ine
nlineExtended

nlineExtended
nline
nlineExtended
nline
nlineExtended

[ e el e e e e e e e e N e e e S = T e S S S =T S

ncipalName

The following link provides you with all the necessary user management references:
PowerShell reference: nttp://bit.ly/1TerDQ].

A typical task you can't do over the management portal is restoring a deleted user account
from the Azure AD Recycle Bin. For that, you can use the following cmdlet to view the
deleted user accounts and provide a valuable restore capability:

e View deleted users: Get-MsolUser —-ReturnDeletedUsers
¢ Restore deleted users: Restore -MsolUser -UserPrincipalName <string>
¢ Retention time: 30 days
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Another way is to use the Office 365 management portal, https://portal.office.com,
with the following option:

i Office 365

Office 365 admin center «
& crsroonno DELETED USERS

Search users, admin tasks am
s o ’O These user accounts have been inactivated. The accd

Deleted Users e —~

The third option is to use the Graph API. For most companies, there should be a real need,
or a special integration scenario, to develop their own Graph API application for managing
their user accounts and groups. The implementation for creating a new user could be like
the following example in C#:

// Example for Graph API
// Create a new user object in Azure Active Directory.
var newUser = new User ()

{

}i

// Set Required settings

DisplayName = "John Smith",

UserPrincipalName = "john.smith@identityplus.ch",

PasswordProfile = new PasswordProfile()

{
Password = "ImS@Strong!",
ForceChangePasswordNextLogin = false

}!

MailNickname = "John.Smith",

AccountEnabled = true,
// Set some optional settings

GivenName = "John",

Surname = "Smith",

JobTitle = "Senior Sales Agent",
Department = "Sales",

City = "Zuerich",

State = "ZH",

Mobile = "0041-123-4567",

// Add the user to the Azure Active directory
adClient .Users.AddUserAsync (newUser) .Wait () ;
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For designing and implementing an application by calling the Azure AD Graph AP, you
could use the following references:

Operations on users and Graph APL http://bit.1ly/1PYMdEL
Sample console application: http://bit.1ly/1YUnGnl
Sample web application: http://bit.1ly/1PQMIbw

Be aware that the Graph API and the PowerShell methods don't offer all
the management capabilities.

The last section has demonstrated the different ways of administering your cloud-only
identity scenario. We recommend that you design an administrative solution with the
management portal and the PowerShell as a starting point. Because you will often need to
integrate on-premises infrastructures, the Microsoft synchronization toolset allows you to
automate many tasks. The authority will be on the known Active Directory management
console or a local identity management system, such as Microsoft Identity Manager 2016.

Addressing successful user scenarios

In addition to the previously discussed management solutions, there are some other
important options for technically implementing an end-to-end user life cycle. In this section,
we want to focus on two special scenarios: Workday HCM and the future functionality of
Azure AD Connect synchronization capabilities. The Workday example provides insight into a
Microsoft partner solution with the goal that user data is mastered by HR and provisioned
by Azure Active Directory. In future releases, the Azure AD Connect utility is able to
connect to directories other than Active Directory. If this feature set is enabled, you can
connect directly to your on-premises HR system and provide a similar way of provisioning
user accounts to Azure Active Directory. You need to do that with your on-premises
Identity Management system, such as Microsoft Identity Manager(MIM) 2016.
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The following figure gives you a graphical summary of the solutions:

~
[_______muw
O —
O —
O —
APl
Cloud-based HR Azure AD
e.g. Workday Management Ul
PowerShell
Graph APl

later Azure AD Connect

On-Premise HR

For example, if you use Workday Human Capital Management(HCM) (http://bit.ly/1]
3M471) as your cloud HR system, you are able to use the inbound provision of user accounts
in your Azure Active Directory and build with the outbound provisioning, for example,
using Salesforce, ServiceNow, and Citrix GoTo Meeting in a completely automated way to
get user data out of your HR system and into your cloud applications.

[48]


http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI
http://bit.ly/1j3M4jI

Planning and Designing Cloud Identities

The following figure shows the capabilities of integrating Workday in your Azure Identity
and Access management solution:

&3 DASHBOARD USERS AND GROUPS ATTRIBUTES CONFIGURE

Workday has been added

)

workday.

[ Skip Quick Start the next time | visit

1 Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application.

Configure single sign-on

7 | Assign users to Workday

Specify which accounts in Microsoft Azure AD can access this application.

Assign accounts

Import people from Workday to Microsoft Azure AD erevew
Import workers from Workday into Microsoft Azure AD as user accounts

o

Configure user import

The following reference link http://bit.1ly/1TTTOfy gives you all the necessary details to
design and implement the solution with Workday HCM.
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As discussed, you can enable user provisioning to other SaaS applications, such as
Salesforce, to complete the solution. In this scenario, Azure Active Directory can be used to
manage user access, to synchronize user accounts, and to provide SSO to Salesforce. In this
case, you configure the outbound provisioning process to the application, like the following
example with the Salesforce sandbox system:

Enable automatic account provisioning to Salesforce Sandbox

Automatically provision accounts from Microsoft Azure AD to Salesforce Sandbox upon account assignment.

Configure account provisioning

To design and implement this solution, you need to decide the correct attribute mappings to
use the outbound provisioning process. Microsoft provides the standard attribute mappings
shown below to integrate with Salesforce. Furthermore, you can use the reference link http
://bit.ly/1£Qer6q to get the required tutorials and then design criteria to implement such
a solution:

attribute mappings
TARGET ATTRIBUTE (SALESFORCE SAND... | TARGET OBJECT SOURCE ATTRIBUTE (AZURE AD) SOURCE OBJECT REQUIR... p
IsActive User Mot([Is=oftDeleted]) User Yes
Alizz User Mid([userPrincipalMame], 1, 8) User Yes
Email User mail User Yes
EmailEncoding Key User “150-8850-1" [default) - Yes
Languagelocalekey User "en_US" [default) - Yes
FirstName User givenMame Uszer Yes
LastMame User sumame User Yes
LocaleSidKey User Replace{[preferredLanguage], "-", .. "_". .} User Yes
ProfileMames User SingleAppRoleAssignment([appRoleAssignments]) User Yes
TimeZoneSidikey User “America/Los_Angeles” [default) - Yes
Username User uzerPrincipalMame User Yes
UserPermissionsCallCenterAutoclogin User “Falze” (default) - Yes
UserPermissionzhMarketingUser User “Falze” (default) - Yes
UserPermizsionsOfflinelser User “Falze” (default) - Yes
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These two examples give you an idea of a complete end-to-end scenario and you can try
this scenario and find all the information to feel confident during design and
implementation. To capture all these scenarios in this book would take us far beyond the
possible number of pages.

For the Azure AD Connect tool, Microsoft plans two major innovations. The first is the
capability to connect additional directories like databases, LDAP directories, and more. This
option will give you the chance to adopt local LDAP directories and, for example, HR
systems. The other innovation is to allow a User write back, which allows you to provision
user accounts to your local Active Directory and use Azure AD as Identity Management as
a Service (IdMaaS). Special, smaller organizations can use the Management Portal as their
primary management tool and profit from services like Self-Service Password Reset, MFA,
and SSO. Equipped with all this information, we will move on to the next section: Password
management.

Designing an added value with password
management

Oops, I forgot my password. I'm sure you've been in that situation before. Azure Active
Directory Premium provides the functionality of a Self-Service Password Reset (SSPR). With
this service, users can reset their forgotten passwords in Azure AD without the help or
assistance of the help desk.

Password management in Azure Active Directory Premium provides the following
capabilities:

e Self-Service password change: This allows the changing of expired or non-
expired passwords.

e Self-Service password reset: This allows the resetting of forgotten passwords.

¢ Administrator-initiated password reset: This allows users to reset passwords of
end users or other administrators within the Azure Management Portal.

e Password write-back: New passwords can optionally be written back to the on-
premises Active Directory. In order to support password write-back, the
following services and connections must be in place:

e AAD Sync or AAD Connect must be used for synchronizing user
accounts to Azure AD
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Microsoft Identity Manager 2016 with the AAD Connector is not
supported with password synchronization. Azure AD Connect also
provides an auto-update mechanism without the need of re-installation.
This is very helpful because there is currently a monthly release of the tool
at the moment.

e Password hash synchronization must be enabled so that a hash of the
on-premises password hashes is synchronized into the Azure AD
tenant for each user

The password write-back design will be discussed in the section on hybrid identity
scenarios later on in chapter 7, Designing Hybrid Identity Management Architecture, of this
book.

With the following 10 point list, you will be able to design a password management
solution based on Azure Active Directory with all the relevant information.

e Password Reset: Enabled/Disabled
o Restrict Access to password Reset: All Users/Limited Users

SSPR can be enabled for all users or only for a subset of users in the directory. To enable
SSPR for a subset of users, the users can be added to an Azure AD security group, which is
referenced in the SSPR configuration. There are two options for adding users into this

group:

¢ Create the group in the cloud and manage members through Azure AD. This
process would work well for organizations with a smaller amount of people
where administrators can effectively manage users through the Azure
Management Portal.
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o Create the group in the on-premises AD, manage its membership in the on-
premises AD, and synchronize it into Azure AD via AAD Connect. This is the
preferred process for large and medium-sized organizations that already have a
process for managing group memberships on-premises.

user password reset policy

USERS ENABLED FOR PASSWORD RESET E NO
RESTRICT ACCESS TO PASSWORD RESET YES n

¢ Authentication Methods: Azure AD SSPR supports the following forms of
authentication for forgotten passwords:
¢ Phone call with a one-time code

¢ Text message with a one-time code
e Email with a one-time code to an alternate email address
e Security Questions

e Number of Authentication methods required: 1 or 2
e Number of questions required to register: 3 to 5

e Number of questions required to reset: 3 to 5

e Security Questions: Limit of 20 questions

¢ Require users to register when signing in to the Access Panel. During
registration they are asked to enter their contact information: Yes/No

e Number of days before users must confirm their contact data: Range from 0 to
730 days

¢ Customize the contact for your administrator link: Disabled/Enabled
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The following figure shows you the relevant settings in the Azure Management Portal:

user password reset policy

USERS ENABLED FOR PASSWORD RESET E NO
RESTRICT ACCESS TO PASSWORD RESET YES n

Before users can reset their passwords, they must first have at least one authentication method defined. Edit users in identityplus Demo Environment”
now.

AUTHENTICATION METHODS AVAILABLETO ] Office Phone
USERS [ Wobils Phone
[ Akernate Email Address

D Security Questions

MUMBER OF AUTHENTICATION METHODS 1
REQUIRED

You can send users to a webpage where they can register their own authentication method information. Go to this webpage now.

REQUIRE USERS TO REGISTER WHEN n NO
SIGNING IN?

MNUMBER OF DAYS BEFORE USERS ARE
ASKED TO RE-CONFIRM THEIR
AUTHENTICATION INFORMATION
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The authentication methods are one of the most important design criteria, because if a user

initiates the password reset process, he needs to be verified by an alternate authentication

method in order to successfully reset his forgotten password. As discussed previously,

Azure AD SSPR supports different methods, and we need to discuss them in more detail.

The following figure shows the user's registration process:

Microsoft Azure

don't lose access to your account!

To make sure you ¢

secure. You'll need to set up at |ea
o Authentication Phone is not configured. Set it up now

0 Authentication Email is not configured. Set it up now

cancel

ur password, we need to collect some info so we can verify who you are. We won't use this to spam you - just to keep your account maore

Jjechen.nickel@identityplus.ch |

?

Design Tip 1: The user can be required and prompted to register his
verification methods before being allowed to access any application. There

is also a direct link you can provide to the users, which is as follows:
https://account.activedirectory.windowsazure.com/PasswordReset
/Register.aspx?tenantIdentifier=e98b729%9a-add6-4565-b21-454
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If you enforce registration, the user will be prompted with the following message:

Your administrator has required you to verify your contact
info. You can use this to reset your password if you ever lose
access to your account.

verify now

¢ Phone-Based Authentication: To use the phone-based method, the user must
register his mobile phone or office phone number. This can be done with the
registration process mentioned previously or pre-populated through the
administrator over the web interface, PowerShell, or the AAD Connect tool.

Design Tip 2
Please be aware that not every employee provides his private mobile
number or is in possession of a mobile phone.

¢ E-mail-Based Authentication: If you want to use the email option, the Alternate
Email Address attribute of the user account needs to be populated with a valid
external email address. Similar to the phone number, this can be done with
options such as phone-based authentication.

Design Tip 3
Please be aware that not every employee provides his private email
address.
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¢ Question-Based Authentication: To use this option, a user needs to answer a
pre-defined pool of security questions. Azure AD will require that some number
of questions must be answered during enrollment and either all or a subset of
those questions need to be answered during a password reset event.

Design Tip 4

This option is the last choice in terms of the usability and comfort of the
password reset process. It's also important to ensure that questions don't
inappropriately ask users for sensitive PII information, and that the
questions are secure with the answers hard to guess.

Reset your password

verification step 1 > verification step 2 > choose a new password

* Ancwer my security questions
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It is recommended to create an end-user communication plan to provide users with details
on how to register for SSPR, reset their password, and what to expect. From a practical
perspective, a small video about the process is very helpful.

After successful registration, a user will be able to reset or change his password in many
different ways:

e Over the https://myapps.microsoft.com portal
e Over the https://portal.office.com portal

e Over the https://manage.windowsazure.com portal

The following figure shows the example over the Azure Web Management Portal:

Sign in with your work or school account

jochen.nickel@identityplus.ch

Password

[ Keep me signed in

Can't access your account?
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If you want to reset your password, you can use the Can't access your account? link that
will request your User ID and where you answer a captcha, as you can see in the following
figure:

Get back into your account

Who are you?
To recover your account, begin by entering your user ID and the characters in the picture or audio below.

* User ID:

[$]

2
;‘-"F

The user can use also the direct link https://passwordreset .microsofto
nline.com to reset the password.

The following standard values for passwords are set in Azure AD:

¢ Password restrictions: 8 characters minimum and 16 characters maximum
e Password expiry duration: 90 days
e Password expiry notification: 14 days
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e Account Lockout: After 10 unsuccessful logon attempts
¢ On-premises account: Will be respected

To see whether a single user's password is set to never expire, run the following cmdlet by
using the UPN (for example, jochen.nickel@identityplus.ch) or the user ID of the
user you want to check:

Get-MSOLUser -UserPrincipalName user(@example.com | Select
PasswordNeverExpires

To verify your newly-designed and implemented password management solution, you
should provide a small test plan with the following test cases:

TC-01 | Verify that a user can successful sign in to the access panel
https://myapps.microsoft.com and register for a password reset using the contact

methods.

TC-02 | Verify that users can reset their password by visiting https://myapps.microsoft.co
m and clicking on Can't access your account?. The user needs to provide the UPN and
contact details to complete the verification process and set up a new password. Users
should be able to log in with the new password.

Describing the required group principles

The Azure Active DirectorySelf-Service Group Management (SSGM) functionality enables
users to manage their own groups and group memberships. The following scenarios are
supported:

e A user can create their own groups, which can be used to authorize people to
access applications that are integrated with Azure AD

e A user can manage the memberships of groups that were created in Azure AD
e A user can request to join groups that were created in Azure AD

Azure Directory differs between two types of group management scenarios: delegated and
SSGM.

Self-Service Group Management requires an Azure Active Directory
Premium license. The user performing group management must have a
license assigned. We highly recommend that you study Office 365 and

visit the following link:
https://support.office.com/en-us/article/Learn-about-0ffice-365-

groups-b565caal-5c40-40ef-9915-60fdb2d97fa2.
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The group management switches in Azure Active Directory are shown in the following
figure:

group management

DELEGATED GROUP MANAGEMENT wl== MO
EMABLED
USERS CAM CREATE SECURITY GROUPS YES MO

USERS WHO CAMN USE SELF-SERVICE FOR SOME
SECURITY GROUPS

USERS CAN CREATE OFFICE 365 GROUPS wl== MO
USERS WHO CAMN USE SELF-SERVICE FOR SOME
OFFICE 365 GROUPS

EMABLE DEDICATED GROUPS YES MO

EMABLE "ALL USERS" GROUP YES n

The Delegated Group Management feature provides the following capabilities:

e Administrators can assign applications to groups

Enables group owners to maintain group memberships

Azure Groups must be managed within Azure

Synced on-premises groups cannot be delegated in Azure
e Azure-created groups do not synchronize back to on-premises
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Group write-back is in preview: https://azure.microsoft.com/en-us/d
ocumentation/articles/active-directory-aadconnect-feature-prev

iew/#group-writeback.

The Self-Service Group Management feature provides the following capabilities:

e Azure AD Premium empowers users to request membership to security groups
and permits group owners to approve or deny access

e Currently supported on Azure AD are groups created from within the myapps
portal (myapps .microsoft.com)

Create Group

Display name
Sales Team Sharepoint Online

Description (optional)

This group provides access to the Sales team SharePoint
Online.|

Group policy

This group requires owner approval ﬂ

Group type
Security ﬂ
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Planning and Designing Cloud Identities

The group membership policy is controlled via one of three methods:

¢ Open access
e Only owners can add members
e Group owner approval

SSGM can be enabled for all users or a subset of users in a specific Azure AD security
group. There are two options for adding users into this group:

¢ Create the group in the cloud and manage members through Azure AD

Design Tip
8 This works well for organizations with a smaller amount of people, where

administrators can effectively manage the users through the Azure
Management Portal.

¢ Create the group in the on-premises AD, manage its membership in the on-
premises AD, and synchronize it into Azure AD using AAD Connect (which will
be discussed in the hybrid identity scenarios section later on in this book)

Design Tip 2
This is the preferred process for large and medium-sized organizations
that already have a process for managing group memberships on-

premises.

Group management in action

When enabling a user for Self-Service Group Management, the user will be able to create
groups and submit requests to join groups. After activating SSGM, a variety of options are
available:

¢ Allow users to create their own groups: This is not always the preferred option
for organizations. Organizations are able to turn off the feature.

¢ Restrict who can use SSGM: This option limits which users are enabled for
SSGM.
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The following figure shows the option to create your own groups in the access panel on htt
ps://myapps.microsoft.com. The user is allowed to set owners and members, and as the
owner he needs to approve the joining requests.

®

1 members Add member

Sales Team Sharepoint Online

DESCRIPTION
This group provides access to the Sales team SharePoint Online.

Leave group Delete group

GROUF TYPE
Security

TELORENTGY Set Owners
This group requires owner approval

OWNERS
Jochen Nickel (jochen.nickel@identityplus.ch)

Groups that are created in the Azure Management Portal have SSGM
disabled by default. Groups cannot be enabled for SSGM unless they have
an identified owner.

Often, groups have no valid owners because the previous owner may have left the
organization or the group may have been created without an owner and no one is sure what
organization the group should be managed by. For analysis, you can use PowerShell to find
all groups without a valid owner.

Dedicated groups are special groups that are created and managed by Azure AD
automatically. One example is the dedicated group for A11 Users, which contains every
user account in Azure AD.

You can choose to enable or disable dedicated groups. In order to use
Dedicated Groups, SSGM must be enabled in Azure AD.

[64]


https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
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Dynamic groups allow an administrator to specify some criteria, by which all users who
meet the criteria are automatically members of the group.

These criteria take the form of a user attribute query based on attributes
that are present in the directory.

The following example shows the mechanism of dynamic groups:

Users Policy Rules Groups
() 0 ®
an ol 03

(user.department -eq "Engineers1”) - (Y
or (user.department -eq
. "Engineers2”) ....
[ ] : S|
(user.department -eq " Developers”) - -.
and -not (user.jobTitle -contains
. "ENG™) ...‘
[ ea
I ]
Dynamic Groups

Limitations and Extensions: The number of dynamic groups at the time of
writing is limited to 10 dynamic groups in the Azure AD tenant. All
attributes that you want to use for group membership evaluation must be
present on the user objects in Azure AD. You are also able to extend your
Azure AD with custom attributes. With these additional attributes, you
can also populate group memberships; see the following example: http: /
/bit.ly/2afrAan.

You should be aware of the following characteristics when designing a successful solution:

¢ Converting a standard group in a dynamic group will result in losing the
previous membership.

e When creating a custom (advanced) membership evaluation policy, there is a
limit of 255 characters. Therefore, complex evaluations that involve multiple
attributes and and/or conditions should be limited.
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Planning and Designing Cloud Identities

The following figure shows the configuration of dynamic group memberships. You can use
the following reference http://bit.1ly/29Wohss to construct advanced rules for dynamic
group memberships:

sales team sharepoint online

MEMBERS ~ OWNERS ~ PROPERTIES ~ CONFIGURE  SELF SERVICE ACTIVITY

dynamic memberships

ENABLE DYNAMIC MEMBERSHIPS NO

@ ADD USERS WHERE [department V| [Equals (eq) V| [saled x

O ADVANCED RULE

To manage groups, you can use the following group management references:

e PowerShell: https://msdn.microsoft.com/en-us/library/azure/dn919663.a
Spx

. CﬁaphJqu:https://msdn.microsoft.com/Library/Azure/Ad/Graph/api/grou
ps-operations

Defining the required device principles

With Azure Active Directory, you're able to connect personal or corporate devices to the
directory service. After joining the device, it becomes a known device and the user is able to
use single sign-on with his corporate resources and applications.

This functionality works very well for the following usage scenarios:

¢ Scenario 1: When most user apps and resources are in the cloud, for example, if a
company uses Office 365 as their collaboration platform and Workday as their
HR system, employees can connect Windows 10 devices to Azure AD
independently during the first-run experience or from System Settings. They can
also sign in to Windows 10 using their Azure AD credentials. The applications
are accessed with single sign-on — including the Azure AD Access Panel https:/

/myapps.microsoft.com.
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e Scenario 2: Seasonal workers, students, and externals don't need a fully equipped
and domain-joined corporate PC or notebook. They can choose their own device
and can profit from single sign-on application access. The Azure AD joined
device can also be used as a second factor.

The following figure shows the capabilities in a solution overview, including the necessary
settings in the Azure Management Portal:

Oﬁ\ce 365 d and more... P

myapps.microsoft.com USERS MAY JOM DEVICES T0 AZUREAD “sfj(rs'} NOHE
AuthM Service

f Single-Sign-On v
ADDITIONAL ADMINISTRATORS ON AZURE SELECTED m

AD JOINED DEVICES
Azure AD Join
Device Registration
service USERS MAY REGISTER THEIR DEVICES WITH
? AZURE AD
REQUIRE MULTI-FACTOR AUTH TO JOIN

Key Registration DEVICES “

Azure
Active Directory

Service

MAXIMUM NUMBER OF DEVICES PER USER

Online device management

With the Azure AD join scenario, the user is able to join the device in a self-service manner.
With Windows 10, for example, the user can directly log on to Azure AD and his/her user
account is managed with the device in a known state.
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This user process is shown in the following figure:

Choose how you'll connect

You can connect Windows to your organization in one of two ways:

E Join Azure AD
R Join a domain

Choose this option if your organization uses Office 365 or other business services from Microsoft. Your
organization might collect info about you, install or remove apps, change settings or disable features,
delete content, or reset your device. Talk to your support staff to learn more.

Administrators are also able to configure an automatic device registration
process:
https://azure.microsoft.com/en-us/documentation/articles/active-
directory-conditional-access—-automatic-device-registration-
windows7/

This feature will be discussed in more depth in the section on hybrid identity scenarios later
on in this book.

Designing roles and administrative units

In this section, we will discuss the designing of roles and administrative units that we can
use to provide Role-based Access Control and the delegation of rights to several types of
administrative persons.

Roles and RBAC

RBAC is well implemented in the Microsoft Azure platform and has a security model to
perform access control of resources by users on a more granular level. Users can access and
execute actions on the resources within their scope of work.
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There is an actual limit of 200 co-administrators per subscription. RBAC is
only available in the new Azure Portal https://portal.azure.com, in
addition to the usage of the Azure Resource Manager APIs.

RBAC allows more users to manage their Azure services, and at the same time limits access
to only specific resources, rather than the entire subscription.

Practical Notes:

¢ Administrators and co-administrators: They will see all resources in all portals
and through APIs

e Users defined in RBAC: They will not have access to Service Management
portals or APIs

e Users not assigned to either: They will only see the empty ARM portal, and will
not be able to access the Service Management Portal

e The subscription: This is no longer the management boundary for permissions in
Azure

¢ Role permissions: There are 22 built-in Azure RBAC roles for controlling access
to Azure resources

The following figure shows a schematic overview of the Azure RBAC capabilities:
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The following articles can be used for more information about the whole RBAC solution
and help you gain confidence in your ability to provide a solution design for your
customers.

® http://blogs.technet.com/b/ad/archive/214/12/18/azure-active-directo
ry-now-with-group-claims-and-application-roles.aspx

® https://azure.microsoft.com/en-us/documentation/articles/role-based-ac
cess—control-configure/

Designing administrative units

With the Azure AD Premium features, you get the capabilities of administrative units.
Administrative units help you to delegate administrative access in large enterprises. For
example, you can allow a set of people to manage a subset of users in your company or
delegate administrative tasks to special regions or business units. From a design
perspective, you are able to model and delegate administrative access in the cloud. If you
are familiar with role-based access control, you can think about administrative units as a
custom resource scope that can be defined to represent the administrative boundaries. The
following figure gives you an idea of the possible design scenarios:

f ™

IDENTITYPLUS @ Global Administrator Role

L J @
m ‘ o ’ [ —— Regional Administrator Role

} -ty

Morocco ’ [ Victoria Regional Policy and
The following limitations are available in the current state of implementation:

Management Role

J
.ty

¢ Administrative units are only available in PowerShell

¢ Administrative unit-scoped user account administrators cannot create or delete
users
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e Groups are not supported as members of administrative units, and
administrative unit-scoped user account administrators cannot create or delete
groups

e Currently, only user objects are supported as members of administrative units

Managing identity reporting capabilities

Azure Active Directory contains a series of reports that can be used to gain insight into
various activities around the user. These reports are broken down into three categories:

¢ Anomalous Activity: This reports potentially suspicious activity that could be an
indicator of a security incident

o Activity Logs: This provides reports on various activities that are taking place
within the directory, such as password management or self-service identity
activities

e Integrated Applications: This provides statistics regarding which applications
are being used

The following figure represents the Azure AD reporting architecture and informs us of the

different interfaces and capabilities:

Azure Active Directory

¥

User and Device Activity

UX

74D

-
— e$e
-

Location

SaaS Applications

Reporting Services

API

Digital Crimes Unit

r4 44
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Azure Active Directory Audit Report events
With Azure AD Audit Reports, you can identify the following possible causes:

User is sharing their password
e User is using a remote desktop to launch a web browser for sign in

User is using a VPN or going through a proxy in another region

A hacker has signed in to the account of a user from a different country

User has forgotten their password

User is the victim of a successful password guessing brute force attack

The following figure shows an example report on the dashboard:

£2 | DASHBOARD USERS GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION CONFIGURE

SECURITY AND HEALTH STATUS STATUS (LAST 30 DAYS) DETAILS P
Users with Anomalous Logins 0 View Anomalous Sign-in Activity
Application Usage 25 View Application Usage
Self-Service Password Reset 0 View SSFR Activity

Self-Service Password Reset Registration 20 View SSPR Registration Activity

Self-Service Group Management 0 View SSGM Activity
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In particular, the marked causes in the following figure are interesting to note when
identifying attacks to user accounts in Azure Active Directory:

USERS  GROUPS  APPLICATIOMS

DASHEOARD

SEARCH ACTIVITY REPORTS

DOMAINS

DIRECTORY INTEGRATION

CONFIGURE | REPORTS | LICENSES

oM [10/25/2015 | 1o [11/25/2015

USER  |S=arch Dizplay Mame or UPN

REPORT

ANCMALOUS ACTIVITY
Sign ins from unknown sources
Sign ins after mubtiple failures
Sign ins from multiple geographies
Sign ins from P addresses with suspicious activity
Sign ins from possibly infected devices
Irregular sign in activity

Users with anomalous sign in activity

Users with |saked credentials

Users with threatened credentials

ACTIVITY LOGS

Audit repart
Pazsword reset activity
Passwaord reset registration activity

Self service groups activity

INTEGRATED APPLICATIONS
Application usage
Account provisioning activity
Pazsword rollover status

Account provisioning emrors

DESCRIPTION

May indicate an attempt to sign inwithout being traced.

May indicate a successful brute force attack.

May indicate that multiple users are signing in with the same account.
May indicate a successful sign in after 3 sustained intrusion atternpt.
May indicate an attempt ta sign in from possibly infected devices.
May indicate events anomalows to users' sign in pattems.

Indicates users whose accounts may have been compromised.

Users with [eaked credentials

Users with threatened credentials

Mudited events in your directony
Provides a detailed view of password resets that poour in youwr onganization
Provides a detailed view of password resst registrations that ooour in your crganization.

Provides an activity log to all group self serdce activity in your directory

Provides a usage summary for all SaaS applications integrated with your directory.
Provides a history of attempts o provision acoounts to extemal apphcations.
Provides a detailed owerview of automatic password rallover status of SaaS applications.

indicates an impact to users’ access o evternal applcations.
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There is also the capability to download the reports as a CSV file for further analysis or
presentation.

audit report

Audited events in your directory
FROM [11/18/2015 | 7o [11/25/2015 v
DATE AND TIME ACTOR ACTION TARGET el
11/25/2015 %:36:39 PM Jjochen.nickel@identityplus.ch Change user password. Jjochen.nickel@identityplus.ch
11/25/2015 9:35:47 PM admin@identityplus.onmicrosoft.com Reset user password. Jjochen.nickel @identityplus.ch
11/25/2015 1:55:45 PM admin@identityplus.onmicrosoft.com Add user. Jochen.nickel_outlook.com#EXT#®@identity...
11/25/2015 1:47:04 PM admin@identityplus.onmicrosoft.com Add user. Jjochen.nickel @identityplus.ch
11/24/2015 3:19:13 PM Unknown Add service principal BillingExtension
11/21/2015 12:25:51 PM Unknown Add service principal IbizaPortal

¥

DOWNLOAD
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Additionally, you can use the different notifications shown in the following figure to
actively get informed about sensitive interactions, such as password changes in
administrative accounts:

audit report
Audited events in your directory
FROM [11/18/2015 | 1o [11/25/2015 Vv
DATE AND TIME ACTOR ACTION TARGET fel
11/25/2015 9:36:39 PM Jochenunickel@identityplus.ch Change user password. Jjochen.nickel @identityplus.ch
11/25/2015 9:35:47 PM admin@identityplus.onmicrosoft.com Reset user password. Jjochen.nickel @identityplus.ch
11/25/2015 1:55:45 PM admin@identityplus.onmicrosoft.com Add user. Jjochen.nickel_outlook.com#EXT#@identity...
11/25/2015 1:47:04 PM admin@identityplus.onmicrosoft.com Add user. Jjochen.nickel @identityplus.ch
11/24/2015 3:19:13 PM Unknown Add service principal BillingExtension
11/21/2015 12:25:51 PM Unknown Add service principal IbizaPortal
¥
- ?

DOWNLOAD

To provide more in-depth reports, you can develop your own application against the Azure
AD Reporting APIL

With the following references, you can design and use the Azure AD
Reporting API:

Sample Application in C#: http://bit.ly/10spFKq

Getting Started Guide: http://bit.1ly/11KGFCh
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Summary

After reading this chapter, you should be able to describe the Azure Active Directory
architecture and to design a complete user and group life cycle. You should also be able to
describe the different roles, administrative units, and the identity reporting capabilities.
This chapter has captured the principles, features, and functionality that are integral to the
designing and architecture of cloud identities.

In the next chapter, we will plan and design the authentication and application access. You
will learn how to use Azure AD as an Identity Provider. Furthermore, we will dive into user
and group-based access management, including the associated reporting capabilities. We
hope to see you in the next chapter as you learn how to design the authentication and
authorization capabilities of Microsoft Azure.
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Authentication and Application

Access

Now that we have finished going through the relevant architecture and the principal
identity management capabilities of Azure Active Directory, it's time to move on to
authentication and authorization. This chapter will discuss the essential topics for using
Azure AD as an identity provider and for providing flexible and secure access to SaaS
applications. Furthermore, we will get to know the rich authentication reporting
functionality. This chapter deals with the following topics:

e Using Azure AD as an identity provider
¢ User and group-based application access management
¢ Managing authentication reporting capabilities
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Using Azure AD as an identity provider

In the new cloud era, the externalization and consumerization of IT is playing a main role.
Users need to access all their data and resources from many different places and devices
without thinking about where the application is actually installed. SaaS applications are
very useful for meeting this demand. Here enters another issue, however, because
purchasing and using SaaS applications is easier than ever and various departments are
bypassing their IT departments. Shadow IT is born — application usage without central
management. This trend called Shadow IT will be seen more often as more companies try
to adopt cloud-based Saa$S apps.

Typical questions we hear in our projects are as follows:

e How can I arrange collaboration without managing foreign users? (management)

¢ How do I monitor the usage of these applications? (management)

e How do I enforce the correct set of permissions to these applications? (access
control)

e How do I ensure that only legitimate users have access to these applications?
(security)

Shadow IT also introduces challenges surrounding user experience because in an
unmanaged SaaS application landscape, the user needs to remember and manage multiple
usernames and passwords in order to access his applications. Just imagine a user accessing
six different SaaS applications and trying to manage six different credential sets. You know
what will happen — the passwords will be very easy to guess, written on post-its, or
managed in Microsoft Excel sheets. Furthermore, the user will be forced to enter his
credentials several times and the user experience is highly compromised.
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This brings us to another point: modern authentication, such as federation with other
identity providers. Federated Identity Management requires that the organization have a
common set of policies, practices, and protocols in place to manage the identity and trust of
IT users and devices across organizations. Federation also often requires that users are
provisioned in SaaS platforms.

Microsoft Azure Active Directory will help organizations and IT administrators to bridge
the gap and address these challenges mentioned previously. The following figure
summarizes the graphically:

.-
= =g B O 2

ANY USER ON ANY DEVICE USING ANY IDENTITY APPLICATION MANAGED BY ANY
PROVIDER DELEGATE

OPEN STANDARDS PROVIDED BY
AZURE ACTIVE DIRECTORY

WS-*, SAML OAUTH, OPENID CONNECT

ON-PREMISE - CLOUD
SERVICES SERVICES
FEDERATED
IDENTITY
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Azure Active Directory Authentication endpoints

Today, the common authentication mechanisms like Kerberos or NTLM (Identity 1.0) no
longer apply to the needs of inter-organizational or cloud usage. Identity federation
protocols are increasingly taking on the role to meet these requirements. Azure Active
Directory provides the most important open standards in this technology field. The
following figure shows the different authentication endpoints that can be used with
Microsoft Azure:

[ Azure Active Directory b
Windows Azure AD STS
(logical)
login.microsoftonline.com login.windows.net
Sign-In Service STS Sign-In Service STS
. J

L ]
Endpoints
W5-Federation Metadata
SAML 2.0 Metadata
W5-Federation/SAML 2.0
WS5-Trust

L
Endpoints
W5-Federation/SAML 2.0 metadata
W5-Federation
OpenlD provider configuration information
OpenlD provider user information
OpenlD provider keys discovery (only tenant-independent)
SAMLZD
OAuth 2.0 Authorization
OAuth 2.0 Token
Oluth 2.0 Logout
OAuth 2.0 Check session
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Azure Active Directory supports these most widely used authentication and authorization
protocols (Identity 2.0) using a Security Token Service (STS). This STS is implemented by a
combination of two security token services.

e The 1ogin.microsoftonline.com sign-in service handles the user authentication
with an optional second-form of authentication

¢ The 1ogin.windows.net, used for modern business applications handles the
policy and claims generation steps for modern application

Design Note 1
The complete references are available on http://bit.1ly/1k620kv. In this
chapter, we capture the most important facts about this protocol standard.

Common features for application access in Azure
AD

Microsoft provides two methods for providing SSO with the Azure Active Directory
implementation:

e Federation-based SSO
e Password-based SSO

The following two sections will provide a short overview of these methods.

Federation-based SSO

The configuration of federation-based SSO enables the users in your organization to be
automatically signed in to a third-party SaaS application. For example, when you have
already been logged into Azure AD by the Access Control Panel https://myapps.microso
ft .com and you want to access resources that are controlled by a third-party SaaS
application, federation eliminates the need for a user to be re-authenticated. Federated SSO
is available for end user browsers that support JavaScript and CSS.
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Design Note 2

Applications with support of SSO and full user management:
http://bit.ly/10VYvgZ

Complete list of all SaaS applications in the actual catalog:
http://bit.ly/1Pcxudh

Password-based SSO

The configuration of password-based SSO enables the users in your organization to be
automatically signed in to a third-party SaaS application by Azure Active Directory using
the user account information from the third-party SaaS application. When you enable this
feature, Azure AD collects and securely stores the user account information and the related
password.

Password-based SSO relies on a browser extension to securely retrieve the application and
user specific information from Azure AD.

Password-based SSO provides two different models in the case of identity provisioning:

e Password-based SSO without identity provisioning
e Password-based SSO with identity provisioning

Most third-party SaaS applications that are supported by Azure AD
support this feature.

The following end user browsers can be used:

e IE 11, remember IE 8 and IE9 are EOL, IE10 on Windows 7 EOL or later.
e Chrome on Windows 7 or later or Mac OS X or later
e Edge isn't supported
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Password-based SSO without identity provisioning

This option allows the administrator to pre-stage applications for the user. You need to
choose the option Users authenticate with their existing application account in the Azure
Management Portal.

All users in the directory will see all applications that have been
configured in this mode.

The user will be prompted to install the Password SSO plugin for Internet Explorer or
Chrome the first time he clicks the application. The browser requires a restart after
installing this plugin. The user needs to return to the Access Panel and click on the
application tile again and will then be prompted for a username and password for the
application. Once the username and password are entered, these credentials will be
securely stored in Windows Azure Active Directory and linked to their account.

The next time a user clicks on the application tile, they will be automatically signed into the
application without needing to enter the credentials again.

Password-based SSO with identity provisioning

This option allows the administrator to add applications and pre-configure a central
credential set for the applications. You need to choose the option Users authenticate with
their existing application account in the Azure Management Portal.

The user will also be prompted to install the Password SSO plugin for Internet Explorer or
Chrome the first time he clicks the application. The browser requires a restart after
installing this plugin. When the user returns to the Access Panel and clicks on the
application tile again, he will then be automatically signed in to the application.

The next section gives you an overview of all the relevant protocols supported by Azure
Active Directory.
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Common token standards in a federated world

When a digital identity is transferred across a network, it's only a collection of bytes. It's
common to refer to a set of bytes containing identity information as a security token or just
a token. In a claims-based world, a token contains one or more claims, each of which carries
some piece of information about the user it identifies.

Today, the tokens come in different flavors, like the following token formats:

e SAML - Security Assertion Markup Language
e XML-based

e Very descriptive metadata
e JWT - JSON Web Token
¢ More easily human readable
¢ Smaller token size
e SWT - Simple Web Token
e Form-encoded attribute/value pairs
¢ Not very common

¢ Kerberos

knowledge of claims-based authentication. You can download the
Microsoft Claims-based authentication handbook to prepare yourself. Use

0 For the following protocol specifications we recommend a good basic
the following download link http://bit.ly/1MkAOsk to get the book.

Security Assertion Markup Language (SAML) 2.0

SAML is the foundation for much of the current identity federation activity and SAML 2.0 is
preceded by SAML 1.0 and 1.1. SAML 1.1 was released in 2003 and had just two scenarios
(also known as profiles), and both were IdP-initiated. Shibboleth 1.3 and Liberty Alliance—
WS-FF 1.2 extended SAML 1.1, and SAML 2.0 was released by OASIS in 2005.
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The following table shows the SAML core principles:

Assertions Protocols Bindings
Package of identity Request / Response Based Associates a message (protocol)
information with transport (communication
mechanism)
Synonym Token Defines the messaging Examples:
requirements HTTP Redirect
HTTP POST
SOAP
XML-based Examples:
Authentication Request
Single Logout
Artifact Resolution

Key facts about SAML

SAML precisely defines messages for exchanging queries and assertions (claims). The
SAML standard defines a transport-neutral protocol that can be used with various bindings,
SOAP being one of them. The SAML standard defines identity information in the form of
assertions. Large parts of the standard go into defining the assertions and attribute profiles.
Logout information will always be sent to as many receivers as possible. There is no notion
of session timeout.

SAML 2.0 uses profiles, which describe how assertions, protocols, and bindings combine to
form a federation scenario. For example, a Web SSO Profile will be used like the following;:

e AuthN Request Protocol
e HTTP Redirect Binding at IdP
e HTTP POST Binding at SP
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There are many different SSO profiles available that are defined in the specification:

e Web Browser SSO Profile
Enhanced Client or Proxy (ECP) Profile
Identity provider Discovery Profile

Single Logout Profile

Name Identifier Management Profile

Artifact Resolution Profile
Assertion Query/Request Profile
Name Identifier Mapping Profile

There are also SAML attribute profiles, such as the following, available to use:

Basic Attribute Profile
X.500/LDAP Attribute Profile
UUID Attribute Profile

DCE PAC Attribute Profile
XACML Attribute Profile

To give an example, we use the typical SAML WebSSO profile in the following figure:

E SAML Issuer

Authenticate A
|
|
|
|
|
|
|

. - Redirect
I I Browee - DW&I:: Application

User
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1. Trust is established between the web application and the SAML issuer.
. The user browses to the web application.

W N

The web application detects that the user is not authenticated and redirects him
to the SAML Issuer.

The user automatically browses to the SAML Issuer.

The user authenticates to the SAML Issuer.

The SAML Issuer builds the token and passes it back to the user.
The user POSTs the token to the web application.

NSO

In summary, we can say that SAML 2.0 was released in 2005 by OASIS
and is commonly used in Web Sign-in scenarios, particularly for web
applications with an XML token format.

WS-Federation

WS-Federation was developed by an industry consortium and was released in December
2006 with Microsoft being a key contributor. WS-Federation is also part of a larger
framework, WS-Security, and builds on the work of WS-Trust from February 2005, defining
the following two key principals:

e The protocol for requesting/receiving security tokens
e How trust should be brokered between parties (using an STS)

It also defines two profiles:

e Active Requestor Profile
e Passive Requestor Profile
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WS-* Federation Suite:

e WS-Trust
e WS-Federation
e WS-Policy

Key facts about WS-Federation

The token format in WS-Federation is agnostic, and unlike SAML, the token can be
anything. WS-Federation does not define any specific messages but suggests using a web
service for this purpose.

The WS-Federation specification defines its services using SOAP and then builds facilities
for tunneling SOAP through the browser. There is no definition of what the security token
looks like; the token is opaque, with one possible security token being a SAML assertion as
defined in the SAML standard. Thereby, WS-Federation can leverage part of SAML, which
is well in line with the composability concept normally used in WS-* specifications. An
application has to register to receive logout information. There is no notion of session
timeout.

There are also some relationships regarding SAML-P with the WS-Federation and the
passive requestor profile:

e Similar to SAML WebSSO Profile

¢ Incompatible:
e Different request and response messages

No IdP-initiated use case

No Assertion Query Profile
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The following figure gives us an example of the WS-Federation Passive Requestor Profile:

Requestor Requestor WS
Browser IP/STS Resource
1 .-.,L
Access Resource ¥
A
2. [ >~
Request authentication N \\
3 I".L_ \\\ .\\
’ ﬁaqu&sl " ‘-M L
authentication Wy A
O |
4. |- B Yo
Authentication P O
.a-'f !y
5 |- - ,-'; .-"IF
/TIssue authentication -
'1_\. ,/ Fa
6. A -..f Vg
Issue authentication frj
&
7. |-
Returr] result

Source: Microsoft

In summary, we can say that this standard was established in 2006 and is
commonly used for Web Sign-In scenarios, and in particular .NET web
applications. The token format is agnostic like SAML, JWT, etc.
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OAuth 2.0

In simple words, authentication is the act of proving who you are, whereas authorization is
the act of determining what you can do. OAuth 2.0 is about delegated authorization and not
about authentication. It is not a protocol, it's an authorization framework defined in the RFC
6749, The OAuth 2.0 Authorization Framework. This can be confusing because there are many
cases in which you use OAuth 2.0 to log in to a client Web Application.

The authentication process must end by figuring out and validating the identity of the end
user, but OAuth doesn't do that. OAuth provides time-based tokens, which can be used to
access a resource on behalf of the end user without providing any identity information
about the end user.

OAuth 2.0 is the de facto standard for API security and is a major breakthrough in identity
delegation.

The principal facts about OAuth 2.0

The following are the principal facts about OAuth 2.0:

e It is an Internet Protocol/specification for creating and managing application
identity

e Itis a cross-platform mechanism

e It has delegated authorization to APIs

e Its main purpose is to get the client an Access Token

e It is not an authentication protocol

e It is preceded by OAuth 1.0 and OAuth Web Resource Authorization Profiles
(WRAP)

e It is an Internet standard used by Facebook, Google, and Twitter

¢ Microsoft, for example, uses OAuth with Azure Active Directory and SharePoint
2013

The OAuth framework differs between two client (application) types when accessing a
service on behalf of a user. The two types of application can be described as follows:

e Public: Runs locally on a device. Not trusted to hold a secret.
e Private: Runs behind firewalls. Can be trusted with secrets.
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The following figure gives an example of the roles in the OAuth framework:

User Data

7 1\

Client D Get Data - '==§ Resource
Server
K3

Issue Token

Authorization
Server

Y

L]
User .
- Authenticate and Consent
It is also important to understand the flows in OAuth 2.0 that define the process for
obtaining an Access Token.

Main flow facts

There are four flows defined in the specification:

1. Authorization Code flow.

e One-time code issued to client
e Client redeems code for access token
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2. Client Credentials flow.

e Authenticates the client, not the user
¢ Client receives an access token for itself

3. Resource Owner Password flow.

e Client collects username/password from user
¢ Exchange username/password for access token

4. Implicit flow.

e Client is untrusted (public)
e No refresh token issued

Practical Note
The main practically used flows in the real world are the Authorization
Code and Client Credentials flows.

Authorization code flow (very common)

The main concept of this flow is that the client gets an authorization code first and uses the
code to redeem the access token. It's recommended for private clients (web apps or native
mobile applications) that have the capability to spawn a web browser. In that case, private
clients establish a secret with the OAuth server. The secret will be used to authenticate the
client during the access token redemption.

The access tokens expire and need to be refreshed with refresh tokens, and each of them has
their own lifetime and can be stored for a longer term. A refresh token can also be used to
redeem a new access token later.
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The following example shows the Authorization Code Grant Type:

NSOk =

User
. > Facebook
- > Authorization
- Server

Amazon

L

L
il ‘. -g Facebook
D ‘. F Graph
P

Client

The user clicks the button to Post this purchase.

The client redirects the user to OAuth Server.

The user authenticates and grants consent.

The OAuth Server redirects the user to the client with the Authorization Code.
The client requests an Access Token from the Authorization Server.

The OAuth Server returns the Access Token to the client.

The client uses the Access Token to authorize to the Resource.
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Client credential flow

The main concept of this flow is application authentication and not user authorization,
where the application establishes a secret. The application authenticates with the secret and
receives an access token. Users are not involved in this flow and the client can perform this
flow out of band.

The following example shows the Client Credential Grant type:

App

. dams
o @

N

OAuth

[ o

User

1. The user uses the client (through the address book app).

2. The client authenticates to the OAuth Server (Azure AD).

3. The OAuth Server provides an access token to the client.

4. The client calls Resource (Web Service) with the access token in the header.
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Implicit grant flow

When acquiring an access token, this flow is mostly used by JavaScript clients running in

the web browser. Also important to note is that there is no authentication requirement for
the JavaScript client. The difference between this and the Authorization Code flow is that
the access token will be received in the grant request.

The following example shows the Implicit Grant type:

User
Resource Qwner

Implicit Grant Request

Client Application

( B Implicit Grant Requesty,
User Credentials | User Agent User Credentials - Authorization
(Browser) Server
|, Access Token
S

Resource Owner Password Credentials flow

The main concept in this flow is that the resource owner must trust the client application.
This means that the resource owner has to give its credentials directly to the client

application.
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The following example shows the Resource Owner Password Credentials Grant type:

. - Access Token Request
User Credentials " o
- Authorization
Server
Access Token
L ]

Client Application

In summary, we can say that the specification of OAuth 2.0 was published
in October 2012 and is commonly used in rich client and modern
application scenarios and with RESTful Web API access. The token format
is agnostic but JWT is primarily used.

OpeniID Connect

OpenID Connect was established as a standard by its membership in February 2014.
OpenlD Connect provides a lightweight framework for identity interactions in a RESTful
manner. The specification was developed under the OpenID Foundation and has its roots in
OpenlD; it was greatly affected by OAuth 2.0 because that specification was not intended
for authentication. Microsoft was also a co-author of the OpenID Connect specification.

It defines the following identity layer on top of OAuth 2.0:

e It uses two OAuth 2.0 flows:
e Authorization Code flow

e Implicit flow
e Adds an ID Token to OAuth 2.0 exchange
¢ Adds the ability to request claims using an OAuth 2.0 access token
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The following example shows the Authentication (AuthN) process with the Authorization
Code flow:

OpenlD Connect Provider (OP)

Authenticate

& Consent .
Client

Registration

»-
—————————

User

AuthN Request
AuthN Response | Web Application
>

Browse and Log In

A client registers with the OpenID Connect Provider (OP).

The user browses to the Web App and initiates Log IN.

The Web App redirects the user to the OP.

The user authenticates to the OP and gives consent for the Web App to use his
identity.

OP builds the Authorization Code.

OP redirects the user back to the Web App with the Authorization Code.

The Web App sends the Authorization Code to OP.

OP creates the ID Token and Access Token and sends back to the Web App.
The Web App verifies the ID Token.

L e

© % N o
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The specification also uses a UserInfo EndPoint with the following characteristics:

e Returns additional claims about a user

e REST-based endpoint

o Authenticates with Access Token received from OPx
e Response returned in JSON

In summary, we can say that the specification was released in February
2014, was co-authored by Microsoft, and is used for Web Sign-In when
consent is needed. The token format is JWT.

Azure Active Directory Domain Services

Azure AD Domain Services helps you to move your on-premises applications, depending
on traditional authentication methods like Kerberos and NTLM, to the cloud. This cloud-
based service allows you to join your IaaS virtual machines to a managed domain without
the need to provide domain controllers on virtual machines. With this solution, you can
integrate directly in your Azure Active Directory services and benefit from the rich feature
set. The following figure shows the integration scenario from the perspective of an
application installed on an IaaS virtual machine:

OAUTHZD

Direc‘tory OPEMNID CONMECT 1.0

L —— .
WA (KERBEROS) : @ AEL_AreC.:‘ctwe

—— : irectory
‘ WIA (NTLM) Azure Active

LD AP

Domain Services WS-FEDERATION 12

LEGACY

SAML

APPs
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Actually, this service provides a flat organizational unit structure for managing the domain
joined server systems. Generally, it's not an idea to join client computers in this directory.
Hierarchical organizational units are not supported in the current version. You can also
benefit from simple group policies for managing your server systems. It's not allowed to
create your own GPOs at the moment. Furthermore, the extension of the computer object's
schema is not possible. The following figure gives you an idea:

s Default Domain Palicy | AALIDL Computiers GPO Erabied
4 2] AADDC Computers ?:-*DDC Lisers GPO _ Enabled
4/ AADDC Computers GPO Defau Domain Controllers Policy Enabled

4 [3) AADDC Users Default Domain Pobcy Enzbled

o/ AADDC Users GPO
b |y Group Policy Objects
b L WMI Filters
b g Starter GPOs

The following points represent the current feature set:

e Domain join —joins your servers to AAD DS

User attributes and group memberships sync with Azure AD
¢ Usernames/passwords are synced with Azure AD

GPOs for the built-in users and computer containers

High availability — two Domain Controllers are provisioned

Azure Active Directory B2B

The Azure AD B2B feature set mainly addresses the need to share applications with your
business partners. Normally, you need to do it the hard way and federate with your
business partner or create and manage a shadow user in your Active Directory. If you go to
federate, you need to exchange information about the planned protocols, certificates, and
claims and this is, most of the time, a burden for smaller or medium-sized companies,
particularly if the business partner doesn't have a federation services infrastructure.
Microsoft simplifies this process with the Azure AD B2B feature.
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The following figure shows the process of enabling business partners to access your
applications:

EXTERNAL USER ID CREATED
STATUS: PENDING CONFIRMATION

2N = 4

Azure Active
Directory
(SENDER) INVITATION RECIPIENT
ACCEPTS
INVITATION

%

ADMINISTRATOR
CREATES
INVITATION

EXTERNAL USER ID
STATUS: ID CONFIRMATION
RECIPIENT HAS

AZUREAD
ACCOUNT?
Azure Active Azure Active
Directory Directory
INVITATION (RECIPIENT)

(SENDER]

EXTERNAL USER
STATUS: ALLOWED ACCESS TO SHARED RESOURCE
EXTERNAL USER ID

RECIPIENT HAS STATUS: ID CONFIRMATION

AZUREAD
ACCOUNT? Sign up
NO
FLOW 2 — =
Azure Active
INVITATION DIRECTORY SERVICE o] AZD‘;:c’:;“VE Directory
(RECIPIENT) Y

(SEMNDER)

EXTERNAL USER
STATUS: ALLOWED ACCESS TO SHARED RESOURCE

In the case of FLOW 2, the user signs up for his own Azure Active Directory and will be
added to the Azure AD from which the invitation process was started. To get more
information about the process, we recommend referring to the following resource http://b
it.ly/2axgUjM and watching the following video http://bit.ly/2apLrB.
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The high level workflow is based on an invitation process based on a CSV file imported to
your Azure Active Directory. The file contains the following fields:

Field Example

E-mail jochen.nickel@idam.ch

DisplayName Jochen Nickel

InviteAppID cd3ed3de-93ee-400b-8b19-b61ef44a0f29

InviteReplyUrl http://identityplus.sharepoint.com/SitePages/Home.aspx

InviteAppResources | cd3ed3de-93ee-400b-8b19-b61ef44a0f29
InviteGroupResources | 8cd678e5-6ef7-48dd-b178-2af0798778ef

InviteContactUsUrl https://de.linkedin.com/in/nickeljochen

With this file you define which users get access to which applications.

To get the relevant information for the file, you can use the following commands:

Get-MsolServicePrincipal | f1 DisplayName, AppPrincipalld
Get-MsolGroup | f1 DisplayName, ObjectId

After importing the CSV file, the invitation process starts and can go in two directions:

e The user has an Azure Active Directory account
¢ The user doesn't have an Azure Active Directory account

The two directions you see in the preceding figure are described as FLOW
1 and FLOW 2.

Azure Active Directory B2C

The Azure AD B2C feature set allows you as a developer to work on the application
functionality while Azure Active Directory provides the whole identity management
framework around your application.
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Azure AD B2C provides you with the following five main topics:

e Usage of social and local accounts

e Usage of multi-factor authentication

¢ Sign up, sign in, password reset, and profile editing
e User experience customization

e Seamless integration for development

The following figure shows you the Sign up process as an example:

[ ization's B2C directory tenant
‘our organization's irectory tenan {b' FPBSEWEI‘E, |nn.
Signilip-1 policy
: Products & Solitiens  Putiorm  Parnen. Services. Anout us.
2 H Signp-2 policy
------ : il
i R o Signklp-npokcy St signup wan Googe
i | As needed
App1 Application :
Signin-1policy
o P
: i [+ Signin-mpoliy
....... : As needed
App2 Application B > P’ﬁz’“"
i o Profietdiingp
s needed policy
iallogin  mmm
seee P
Social identitylogin
Redirects with :
s @ .
SignUp-1 Palicy . User
| SI(,‘DZ. poss o
SOOI Azure Multi-Factor
Authentication
rms ]
Step 3. User self asserts attributes
Reading Note:

Azure AD B2C will be addressed in more detail in the hybrid identity
complex section. For now, it's helpful to just get an idea about the different
capabilities you can use to design authentication and authorization with
Microsoft Azure. There is also an Azure B2C Premium in preview with
limited information at the time of writing this book.
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By example — SharePoint claims-based

authentication

SharePoint 2013 provides a full set of authentication mechanisms, including claims-based
authentication. The following schema shows the capabilities and the flow in SharePoint.

The claims-based authentication is particularly relevant to an effective collaboration

solution:

o—
L la

User

SharePoint WebApps )

SharePoint Authentication Components

[ Authentication Selection J

Windows Authentication

— e
SharePoint ﬁ
Security Token Service
(5TS)
- - Forms-Based Authentication
Claims Providers
- - -
- w . &
SAML Authentication (:)
—
o Ry
N v

SharePoint also supports authentication using OAuth 2.0, particularly for external
authentication in the Office 365 environment. The Azure Access Control Services (ACS) are
required and the access tokens are passed to the SharePoint in CSOM calls and REST API
calls. The next section shows this scenario.

SharePoint Online use case using OAuth 2.0

When using OAuth 2.0 with SharePoint Online, the Azure ACS is required in order to
implement the solution. The ACS acts as the authentication server in this scenario and
Office 365 needs to be trusted to the ACS. The client application will communicate with the
ACS to acquire the access tokens. The following terms need to be adopted to the solution:

e The content owners are SharePoint users who can grant permissions to site
content
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¢ The content server is the SharePoint web server that hosts the sites with the
content

¢ The client application is a remote application that needs permissions to access the
requested site content

¢ The authentication server is a trusted service that provides applications with the

necessary access tokens
Office 365 x‘

A

Azure
Access Control Service

I
\ . <

Client App
Web Server runs remote
app code
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1. The User accesses the SharePoint application and authenticates using claims.
2. SharePoint requests the context token for the user.
3. ACS returns the context token.

4. SharePoint passed the context token to the user.

5. The user POSTS to the application and passes the context token.

6. The client application extracts the refresh token from the context token and
passes it back to the ACS to request the access token.

7. ACS returns the access token to the client application.

8. The client application makes CSOM/REST calls to the SharePoint Site passing the
OAuth token.

9. SharePoint authenticates the application and processes CSOM/REST calls and
returns the content to the application.

10. The client application returns HTML to the user device.

User and group-based application access
management

For authorization, Azure Active Directory delivers many methods. As we already discussed
in Chapter 2, Planing and Designing Cloud Identities groups are a preferred way of
providing users with the correct permissions and access to their applications. It's good
practice that users work with the Access Control Panel Ul and access their applications,
change the password, and add verification options. With this option, you can also allow the
user to build his own preferred workplace. For example he can add his own applications
and leave the passwords secure in Azure Active Directory, benefitting from SSO.
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Generally, Azure Active Directory provides three main concepts for authorization:

e Direct: The user will be directly authorized
¢ Group-based: Rule based or Delegated
¢ Role-based: The developer can publish his own application roles

The following figure shows the complete context:

@
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REPORTS
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The following section describes the different methods for these concepts.

User directly assigned

Access to an application can be granted either manually or through security groups from
the Azure Management Portal. When granting access per user, the administrator has to
select a specific user account from the ones available in Azure AD.

&3 DASHBOARD USERS AND GROUPS CONFIGURE
sHow  |All Users v v
DISPLAY NAME USER NAME JOBTITLE DEPARTMENT ACCESS METHOD el
Anas Nickel anas.nickel@azureid.ch Mo Unassigned
Azureid Postmaster postmaster@azureid.ch Mo Unassigned
kram Berady ikram.berady@identityplus... Senior Sales Manager Sales No Unassigned
Jochen Mickel jochen.nickel@identityplus... Yes Direct

Currently, user access management is supported only for applications that
have automatic user provisioning or password-based SSO enabled.
Always assign permissions through groups.

Group-based

For group-based access control you can use three concepts to provide a flexible
authorization framework:

¢ Rules-based: Mainly used for organizational groups or roles
¢ Delegated: Mainly used for project or resource groups
¢ Rules-based (EXT): Able to provide a simple segregation of duty scenario
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The following section discusses the first two from the list.

Rules-based

This method can be used to build organizational groups or roles based on user attributes,
such as department=Sales or job title=Sales Manager. Thisis a good way to
provide access to applications based on the department or the business role of the
employee. The following figure shows the concept in a graphical way to provide a better

understanding:
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- GROUP

ADMIN

:... ACCESS
-

ADMIN

CREATES
RULE

TO APP
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GROUP

USER MATCH

RULE

ORG GROUP

MEMEER
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Data owner

This method is mainly used to provide access to a specific subject or context, which group
the employees together, for example, in projects or a product they work for. To provide this
concept, you need to allow the project, product, or process owners the create security
groups in Azure Active Directory. They are the data owners for those groups and can
define which users are directly in a group or who can join with or without approval. The
following figure shows the concept in a graphical way to provide a better understanding:

o
MEMEBERSHIP -

APPROVAL SROJECT
APPROVE MEMBER
REQUEST

)( DENY JOIN

0 00

- CREATES ..‘ ACCESS
e GROUP - TO APP
PROJECT LEAD

PROJECT
GROUP

ASSIGMNED
BY DATA OWMER

PROJECT
MEMEER
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Application Roles-based

This method provides the capability of using RBAC. Simply put, a role is a collection of
permissions. Roles can be granted to users or groups. The developer defines a set of roles
for the application, and the security administrator, for example, assigns the roles to manage
access to the application. The following figure shows the concept. You will find more in
depth information on this topic in the hybrid identity section of this book:

ADMIN

Assign
Roles

TOKEN CONTAINS
. Publish . :...I TR ROLE
A
Mm e m" > @
DEVELOPER ’
®

USER, GROUP, APP

The developer can download the manifest of the application, locate the appRoles
settings and is able to insert his own definitions in the array and upload the new manifest.

The following fields are available: 1D, displayName, description, value,
allowedMemberTypes, IsEnabled, and Origin.

The user experience looks as follows:

Assign Users

Select TrainingPoint role

Trainer |
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Managing authentication reporting
capabilities

You can use access and usage reports to gain visibility into the integrity and security of
your organization's Azure Active Directory tenant. With this information, you can identify
security risks and be able to adequately plan for mitigating those risks.

In the Azure Management Portal, reports are categorized in the following ways:

¢ Anomaly Reports: Contains sign-in events that were found to be anomalous

¢ Integrated Application Report: Provides insight into how cloud applications are
being used in your organization

¢ Error Reports: Indicates errors that may occur when provisioning accounts to
external applications

¢ User-specific Reports: Displays device/sign in activity data for a specific user

Some advanced anomaly and resource usage reports are only available
when you enable Azure Active Directory Premium and Basic. Advanced
reports help you improve access security, respond to potential threats, and
gain access to analysis on device access and application usage.

There are currently a few new reports available. When you enable Azure RMS as part of the
EMS suite, you will receive an RMS section with four reports available. When you enable
Azure B2B, you will receive an External Access section including an invitation summary
report. And finally, the Integrated Applications.

Azure AD free monitoring capabilities

The following reports are available for free in Azure for monitoring;:

e Sign-ins from unknown sources: Successfully signed-in users with a client IP
address

¢ Sign-ins after multiple failures: Successfully signed-in users after multiple failed
sign-in attempts — hacker has been trying to guess the password of a user and
finally succeeded
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Sign-ins from multiple geographies: Shows all successful sign-in activities from
a user where two sign-ins appeared to originate from different countries where
the time between sign-ins makes it impossible for the user to have traveled
between those countries —hacker has signed in to the account of a user from a
different country

The Premium offering adds the following machine learning-based anomaly reports:

Sign-ins from IP addresses with suspicious activity
Irregular sign-in activity

Sign-ins from possibly infected devices

Users with anomalous sign-in activity

Users with leaked credentials

The following usage, error, and activity reports are free for monitoring user provisioning to
external SaaS applications:

Application usage
Account provisioning activity
Account provisioning errors

In addition to the above reports, the following new activity log reports are now available in
Azure Active Directory Free and Basic to give you very detailed views of user activity:

Audit: You can use this report when you want to view and audit all the key
changes in the directory, for example, role membership changes, credential
updates, and domain, user, license, and application management

Password reset activity: Use this report when you want to view the history of
resets done

Password reset registration activity: Use this report when you want to view
which users have registered their methods for password reset and which
methods they have selected

Group activity: Use this report when you want to view the history of changes to
the groups that were initiated in the Access Panel
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Summary

After reading this chapter you should be able to explain and design the authentication and
authorization capabilities of Azure Active Directory. You should know which functions,
protocols, and interfaces Azure AD provides as an identity provider and you should be able
to design a flexible and secure application workplace for the business to improve its
productivity. Additionally, you will have seen the different reports for monitoring your
solution. This will help you to design a proactive security solution and to mitigate security
issues. Let's move on to implementing a designed example solution - see you in the next
chapter!
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Building and Configuring a
Suitable Azure AD

This chapter explains how to configure a suitable Azure AD tenant based on the decided
cloud identity architecture. You will learn how to configure and manage users, groups,
roles, and administrative units in order to provide a user and group-based application and
self-service access, including audit functionality.

In this chapter we are going to cover the following topics:

¢ Implementation scenario overview

¢ Implementing a solid Azure Active Directory

¢ Creating and managing users and groups

¢ Assigning roles and administrative units

e Providing user and group-based application access
¢ Activating password reset self-service capabilities
e Using Standard Security Reports

e Integrating Azure AD join for Windows 10 clients
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Implementation scenario overview

After completing the following configuration tasks, you will see the rich functionality of
Microsoft Azure in the field of IAM for cloud identities. You will be able to demonstrate the
different capabilities in your own Microsoft Azure environment. This guidance will focus
on the most important feature sets to give you an idea of how to improve your design
considerations. We will use the default directory, which we call
domain.onmicrosoft.com, from now on. Domain stands for your desired name. Be aware
that this name will be visible in various applications, such as SharePoint online and Skype
for business, to the end user. We recommend using the company name without the
company form, for example inovit GmbH will be inovit.onmicrosoft.com. The
configuration will be the base for additional, different scenarios in this book. For this
reason, we will use an Azure, Enterprise Mobility Suite, and an Office 365 subscription so as
to use all the available features. The following figure shows the different main areas we will
focus on:

Application Management - Activated Services o
User and Group Management | E ﬂ
E Office 365 E3 Plan
m

3 Enterprise Mobility Suite

(;r"
ure AD Premium

User Experience (UX)
— s Azure AD Premium
b »  User/Group

e - Management
o

— n

: - ]

[

—

Mobile Management
Windows Intune
Administrative Units
Application Management
Using Security Reports
Azure AD Join

Simple HR Export :/f D > Administrative
NewHire.csv - - Tasks

Administrator
Windows 10 Enterprise
Client

Microsoft
Azure Subscription

Implementation
Qverview
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Implementing a solid Azure Active Directory

The first step we need to do is to get an Azure Active Directory tenant. There are many
ways to reach this target. The following four examples build the main entry points:

e Start with an Office 365 subscription, http://bit.ly/1RVpFXe

0 DASHBOARD SUBSCRIPTIONS Jochen Nickel
admin@leano.onmicrosoft.com
About me
ACTIVE . . . View account
_ ~_ Office 365 Enterprise E3 Trial
Office 365 Enterprise E3 Trial

e Use an Azure subscription associated with a Microsoft Account:
e A typical start from an MSDN subscription:

Check out the new portal @ jochen.nickel@outlook.com

all items

NAME TYPE STATUS SUBSCRIPTION LOCATION pel

identityplus Demo Environment -

e Use an Azure subscription associated with an organizational account:

Check out the new portal @ admin(@leano.onmicrosoft.com @

all items

NAME TYPE STATUS SUBSCRIPTION LOCATION pel

Learning Online inovit GmbH ->

e Starting from scratch, http://bit.1ly/1R20Ifx

We will start with the last option. Let's go on and configure our personal Azure AD tenant.
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Configuring the requirements

First of all, we need to configure the prerequisites to work through this guide. You need to
have a Windows 10 Enterprise client machine in a workgroup configuration. We
recommend using a freshly installed Windows 10 Enterprise virtual machine. We need a
Windows 10 device to use the Azure AD Join mentioned later in the book. If you are not
able to access the Volume Licensed or MSDN versions, you can use the Enterprise
Evaluation version at http://bit.ly/1P608Yc.

In the code section for this chapter you will find the following software to install on the

client machine: the Azure AD PowerShell module and the required Microsoft Online Sign-
In Assistant.

Mame Date modified Type Size
ﬁ%‘ AADPowerShellModule_gd.msi 20,12.2015 12N Windows Installer ... 752 KB
ﬁ%‘ MSOLSigninAssistant_32.msi 20,12.201511:58 Windows Installer ... 4TR KB

ﬁ%‘ MSOLSigninAssistant_Bd.msi Windows Installer ... 6'035 KB

On the Windows 10 Client, you will need to extract the demo files, navigate to the
C:\Configuration\AdminTools directory, and install the following modules:

e MSOLSignInAssistant_ (32/64): Microsoft Online Services Sign-In Assistant
for IT Professionals RTW from nhttp://bit.1ly/1TugAlN

e AADPowerShellModule_64.msi: Azure Active Directory Module for Windows
PowerShell from http://bit.ly/1peKv6A.

Azure Active Directory Module for Windows PowerShell (32-bit version)
is discontinued. There is no support for the 32-bit version.

With the following cmdlet, you can determine the currently installed version:

(get—item
C:\Windows\System32\WindowsPowerShell\vl.0\Modules\MSOnline\Microsoft.Onlin
e.Administration.Automation.PSModule.dll) .VersionInfo.FileVersion
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The C:\Configuration\HRExports directory contains the required HR import and group
creation scripts for configuring your Azure AD tenant with some test data:

Mame Date modified Type Size

| & AddCOrgGroups.psl 20122015 21:48 Windows Power5... 1 KB
| & HRImportToAAD, ps1 20122015 21:57 Windows Power5... 2 KB
B MewHire.csv 01.01.2016 20:24 Microsoft Excel C... 1 KB

In the HRImport ToAAD. ps1 script, the following important variables will be used:

$domain = Get-MsolDomain | where {$_.Name -notlike "*mail*"}
$dir = "C:\Configuration\HRExports"

The domain variable will contain the domain.onmicrosoft.comname of your Azure AD
default directory. We will use this directory and not a registered domain name for the
different steps, so as to limit the requirements for these guidelines. To be productive, we
recommend using a registered domain name. As you can see, the dir variable contains the
path to the scripts and the simple HR export file called NewHire.csv. The contoso.com
domain in the file will be replaced with your domain name, which is stored in the domain
variable.

The NewHire. csv file contains the following demo user set, which will be used in further
configurations to demonstrate the different functionalities:

userPrincipalName,DisplayName, FirstName, LastName, password
Don.Hall@contoso.com,Don Hall,Don,Hall,Pass@wordl
Ellen.Adams@contoso.com,Ellen Adams,Ellen, Adams,Pass@wordl
Jeff.Simpson@contoso.com, Jeff Simpson,Jeff, Simpson,Pass@wordl
Brian.Cox@contoso.com,Brian Cox,Brian,Cox,Pass@wordl
Doris.Sutton@contoso.com,Doris Sutton,Doris, Sutton,Pass@wordl
Petro.Mitchell@contoso.com,Petro Mitchell,Petro,Mitchell,Pass@wordl
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Azure Active Directory deployment
We will start the implementation by registering an Office 365 E3 plan:

1. Open your browser and navigate to http://bit.1ly/laza9xk and subscribe to
the free Office 365 Enterprise E3.

2. Start to follow the registration process and define your user ID, such as
admin@domain.onmicrosoft.com We recommend using a non-personal ID.

Office 365
Enterprise E3 Trial

Switzerland ﬂ ‘
This can't be changed after sign-up. Why not?

Step 1 o

About you Jochen Nickel

Step 2 jochen.nickel@inovit.ch

Create an ID

41564060709

Step 3 ’

You're in -
inovit GmbH
5-24peope

W
He xt
]

Welcome,
Let's get to know you

[119]


http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk
http://bit.ly/1aZa9Xk

Building and Configuring a Suitable Azure AD

3. Next, you need to enter a new user ID and password.

Office 365

Enterprise E3 Tria C reate you I yser | D

admin
leano .onmicrosoft.com
Step 1 v
About you v admin@leanc.onmicrosoft.com
Step 2 ®
SO0 BOROY SO0 BOROY
Create an ID
Step 3
You're in N eXt @

4. Prove your identity with a text message or a phone call.
5. Enter the received code. Next, click Create my account.
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6. The provisioning process takes a few minutes and should end with a success
message.

Save this info. You'll need it
later.

Office 365 sign-in page
https://portal.office.com

Your user ID
admin@leano.onmicrosoft.com

+¢ Bookmark the sign-in page

You're ready to go... ®
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7. Next, you will log in to https://manage.windowsazure.com with your newly-
created user ID.

Microsoft Azure

Sign in with your work or school account

admin@leano.onmicrosoft.co...

[ Keep me signed in

Can't access your account?

Don't have an account assigned by your work or school?
Sign in with a Microsoft account
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8. Next, you will receive a message saying that no subscription is found for your
account.

No subscriptions found.

senout @ Before you can start using Microsoft
SIGN UP FOR MICROSOFT AZURE @ Azure you need to get 3
MICROSOFT AZURE HOME PAGE @ ’_ :
CONTACT SUPPORT ® SUbSCﬂptIOﬁ.

PORTALAZURECOM & \We were unable to find any Azure subscriptions where
you are a service administrator or co-administrator.

You are signed as admin@Ileano.onmicrosoft.com in
the directory leano.onmicrosoft.com (‘inovit GmbH"). If
this was not the account you intended to use, please
sign out and sign in again using the intended account.

Have DreamSpark or CSP? Visit portal.azure.com

9. We will receive the correct message, that is, we have no active subscription
assigned to this user ID. Next, click Sign up for a Microsoft Azure subscription.
10. After we have signed up successfully for the Azure subscription, we will see our
default directory domain.onmicrosoft.com, which we have already
provisioned with the Office 365 E3 plan.

all items

NAME TYPE STATUS SUBSCRIPTION LOCATION pel

Learn Online inovit GmbH -
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11. Extend the default directory and navigate to Licenses. Activate the Enterprise
Mobility Trial.

learn online inovit gmbh

&3 UsERs GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION COMNFIGURE REPORTS LICENSES

AZURE ACTIVE DIRECTORY PREMIUM

With Azure Active Directory premium you can gain access to richer reports and rule based assignments to applications. Your end users
will benefit from self-service capabilities and customized branding. Learn more

TRY AZURE ACTIVE DIRECTORY PREMIUM NOW @

ENTERPRISE MOBILITY SUITE

The Enterprise Mobility Suite is the comprehensive cloud solution to address your consumerization of [T, BYOD, and Saa5 challenges. In
addition to Azure Active Directory premium the suite includes Microsoft Intune and Azure Rights Management. Learn more

TRY ENTERPRISE MOBILITY SUITE NOW @

12. After a successful activation, you should see something resembling the following:

&3 UsERs GROUPS  APPLICATIONS DOMAIMS DIRECTORY INTEGRATION COMFIGURE REPORTS LICEMSES

LICENSE PLANS ACTIVE UNITS ASSIGNED INFORMATION pel

Enterprise Mobility Suite Subscription renew date is 1/28/2016 1.
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13. With the next step, we will assign the first Azure AD premium license to our
global administrator admin@domain.onmicrosoft.com.

enterprise mobility suite

3 USERS AND GROUPS

Your licenses are active!
Assign licenses to users in your organization.

[ Sk Duick Start tra nat tme | visi

Assign licenses to users

ooty which used Jcccunts in Azane AD can use Azure AD Presnium feabures.

Assign users

14. Assign the license with the Assign users button. See the following link for
automatic assignment: http://bit.ly/2axiHwWl.

&3 USERS AND GROUPS

Show| |All Users ~ v

NAME USER NAME JOB TITLE DEPARTMENT METHOD ASSIGNMENT STATUS | O

Jochen NMickel admin@leano.onmicroso... Unassigned

[125]


http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1
http://bit.ly/2axiHW1

Building and Configuring a Suitable Azure AD

As a different option, you could start with your MSDN subscription account or use a demo
with the amount of money specific to your subscription and country after the trial period.
Log in to your MSDN subscription. Under My Account, you will find the option to Activate
Microsoft Azure. You are also able to add a subscription at a later date. For now, just add
your MSDN account as a Co-Administrator to your Azure Settings.

msdn SUbSCI‘i TionS b'nS;.. United States (English)  Sign out
P | | Jochen Nickel inovit GmbH
Home My Account Buy Renew or Upgrade Subscriber Downloads My Product Keys Help msdn
ACCOUNT Help SUBSCRIPTION BENEFITS
My Subscriptions Software downloads

Cwer 11 terabytes of Microsoft Products are available to you

Visual Studio Enterprise with MSDN — _,
(MPN) ‘znfer a Product Name Search

JOCHEN MICKEL, jochen.nickel@inovit.ch

Go to Subscriber Downloads  Go to My Product Keys

Status: Active m Visual Studio Team Services
Expires on 7/15/2016

Create a Visual Studio Team Services account Learn more

Link to your work account {optienal) Learn more

Remove this Subscription from my account
Add an existing subsaription to my account
Change Microsoft Account for this subscription Microsoft Azure
View Support information

Activate Microsoft Azure
Go to the Microsoft Azure Management Portal

Link to your work account {optienal) Learn more

rj Microsoft Power Bl Pro
ull

Activate Microsoft Power Bl Pro

Go to the Microsoft Power Bl Pro Portal
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Custom company branding

Most companies like to see how they can apply their corporate identity to Azure services.
With a few easy steps, you can demonstrate the most important capabilities. The following
simple example will show you what you can customize. These configuration tasks are
always a good starting point in a demo or proof of concept. You are free to use your own
pictures and designs for this setup.

Large Illustration Banner Logo
Background Color

Sign in with your work or school account

. admin@leano.onmicrosoft.co...

[JKeep me signed in

Can't access your account?

Daon't have an account assigned by your work or school?
Sign in with a Microsoft account

Sign-in Page Text
This service is for the exclusive use of Learning Online inovit GmbH employees
and partners, Please don't share your credentials and refrain from signing in
from untrusted computers. Need help? Call the IT Help Desk at (56) 406-0709.

rr;" Your work or school account can be used anywhere you see this
symbol. & 2016 Microsoft Terms of use Privacy & Cookies
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1. The first thing we are going to change is the NAME of the directory in the
CONFIGURE section. Just enter your desired name. We used Learn Online
inovit GmbH.

learn online inovit gmbh

L ¥ = = L A ¥ W DONAGLRE
[} (I ¥ far |

ANE Laaim Onliesd inonit GabH

SGH 1N 44D ACEESS PANEL PAGE

APPIARARCE

2. Next, click Customize Branding and you will see the following options. That you
can prepare your pictures and brands we summarized the help information
provided in Microsoft TechNet.

Manage how company logos, text, and colers should appear on your organization's Sign In and Access Panel
pages. You can also apply unigue branding settings for different languages.
iearmn more

EANMER LOGO

WSE F
|E| BROWSE FOR FILE [ remove logo

SQUARE LOGO

IE‘ BROWSE FOR FILE.. O remove logo
SQUARE LOGO, DARK THEME

IE‘ BROWSE FOR FILE.

USER ID PLACEHOLDER

Leanc employes ID
SIGN-IN PAGE TEXT HEADING

Learning Online inowvit GmbH

SIGM-IN PAGE TEXT

This service is for the exclusive use of Learning Online inovit
GmbH employees and partners. Please don't share your
credentials and refrain from signing in from untrusted
computers. Need help? Call the IT Help Desk at (56) 406-
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Summary and recommendations of the help information

The following section provides you with several capabilities to customize your
environment:

For the BANNER LOGO (60x280 pixels / PNG), choose between the following options:

¢ Displayed on the Azure AD sign-in page and myapps.microsoft.com
¢ Max. size: 60x300 pixels with a file size of: 5-10kb
e Recommended file type: PNG with transparent background (JPEG support)

For SIGN-IN PAGE TEXT body, choose between the following options:

e Appears at the bottom of the Azure AD sign-in page and in the Azure AD Join
process for Windows 10

e Plain text only with a recommended length of 250-300 characters (max. 500
characters)

e Visible to everyone
For SIGN-IN HEADING (1420x1200 / PNG, JPEG, GIF), Choose between the following
options:

¢ Displayed on the side of the Azure AD sign-in page
e Recommended 1420x1200 with a recommended file size of 300kb (max. 500kb)
¢ Keep the interesting part in the top-left corner (image is resized and cropped)

Further customization options
You are also able to do some extended customization with the following options:

For SQUARE LOGO (240x240 / PNG) and DARK THEME, Choose between the following
options:

e Represent user accounts in your organization on the Azure AD web Ul and in
Windows 10

¢ Dark theme option for dark backgrounds like the Windows 10 Azure AD Join
screens
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For USER ID PLACEHOLDER, Choose between the following options:

¢ Replacement of the hint someone@example. comin the user ID input field on the
Azure AD Sign-In Page

¢ Sign-In Page Text Heading
¢ Recommended length of 30 characters of plain text

In Sign-in Page Background Color (RGB), choose between the following options:

¢ Recommended for high latency connections if the sign-in page illustration does
not load

¢ Hide Keep Me Signed In (KMSI)

¢ Be aware that some features need this checkbox (for example, SharePoint Online
and Office 2010)

In the Post-logout link (Plaintext Label/URL), choose between the following options:

o After users sign out, a link to a web site can be displayed
¢ Always configure both the label and the URL
¢ Language-specific information

You will find more information on this at: http://bit.1ly/104HHQC.

1. You are also able to configure language-specific branding content with the ADD
BRANDING SETTINGS FOR A SPECIFIC LANGUAGE option, after you
configure the default branding settings.

Manage how company logos, text, and colors should appear on your organization’s default Sign In and Access
Panel pages. You can also apply unique branding settings for different languages.

Learn more

) EDIT EXISTING BRANDING SETTINGS

Default j

®) ADD BRANDING SETTINGS FOR A SPECIFIC LANGUAGE

T r—— v
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2. Next, we will configure the CONTACT YOUR ADMINISTRATOR link.

CUSTOMIZE "CONTACT YOUR MO
ADMINISTRATOR" LINK?

CUSTOM EMAIL ADDRESS OR URL servicedesk@leano.anmicrosoft.con %

Now that we have provided a basic company branding, we will start with creating and
managing users and groups.

Creating and managing users and groups

In the next steps, we will connect to our Azure AD and create test users and groups.

Start the Azure AD PowerShell console.

Connect to Azure AD.

Type $msolcred = get-credential and enter your fresh user ID.
Type connect-msolservice —-credential$msolcred.

Start the script C: \Configuration\HRExports\HRImportToAAD.psl.

SUE RSN

Remember the Execution Policy settings of your PowerShell. More
information can be found at: http://bit.ly/1EWLG3.
Alternatively, you can also use connect-msolservice to connect.
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After starting the SCI‘ipt, go directly to https://manage.windowsazure.com with your
admin@domain.onmicrosoft.com credentials. Select the user's section under your
Azure Active Directory. You should find the users from the HireUsers.csv file.

learn online inovit gmbh

&3 DASHEOARD USERS GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION COMFIGURE REPORTS LICEMSES

DISPLAY NAME USER NAME SOURCED FROM el
Brian Cox Brian.Cox@leano.onmicrosoft.com Microsoft Azure Active Directory
Don Hall Don.Hall@leano.onmicrosoft.com Microsoft Azure Active Directory
Droris Sutton Doris. Sutton@leano.onmicrosoft.com Microsoft Azure Active Directory
Ellen Adams Ellen.Adams@leano.onmicrosoft.com Microsoft Azure Active Directory
Jeff Simpson leff.Simpson@leano.onmicrosoft.com Microsoft Azure Active Directory
Jochen Nickel admin@leano.onmicrosoft.com Microsoft Azure Active Directory
Petro Mitchell Petro.Mitchell@leano.onmicrosoft.com Microsoft Azure Active Directory

6. Next, we will create three example groups to represent the company organization
with the script C: \Configuration\HRExports\AddOrgGroups.psl.

learn online inovit gmbh

&3 DASHBOARD USERS GROUPS  APPLICATIONS DOMAINS DIRECTORY INTEGRATION CONFIGURE REPORTS LICENSES

NAME DESCRIPTION SOURCED FROM 2
Accounting =>»  Accounting Microsoft Azure Adtive Directory
HR Human Resources Microsoft Azure Active Directory
Sales Sales Microsoft Azure Active Directory

7. Openhttps://portal.office.com and navigate to Admin | Active Users; you
will see your users with active licenses in Office 365.
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8. You will also see the groups you created.

Office 365 admin center <«
& ouovsomo GROUPS

Search users, admin tasks an . - .
‘ p Use security groups to assign permissions for SharePoint groups.

Use distribution lists in Exchange to manage email distribution, Set up distribution lists and other Exchange groups in the Exchange admin center,

~

MEETING ROOMS + o o

e
GROUPS
[0  Name Email address Status

DOMAINS

PUBLIC WEBSITE O Accounting In cloud
} BILLING [0 HR In cloud
) EXTERMAL SHARING O sales In cloud

MOBILE MANAGE MENT

9. Test your configuration by opening https://myapps.microsoft.com and logging
in with the user Don.Hall@domain.onmicrosoft.com; you should see Office
365 SharePoint and Exchange in the Access Panel UL Click Exchange and you
should be able to open the app without entering any additional login information
to access your mailbox.

= Access Pand Applicier X = ] x
“— (9] £ oot actived recianwindawsaTure.c amyappheatank/deta it ae ¥ = ¥ O
Microsoft Azure DonHalfEleann onsiciascfcam | Leam Cnkne inowit Gtk 7

applications  groups  approvals  profile
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Setting group owners for organizational groups

To provide group management by the department manager, we will confirm the following
users as owners of their department group.

. Accounting: Brian.Cox@domain.onmicrosoft.com

accounting
OWNERS PROPERTIES COMFIGURE SELF SERVICE ACTIVITY

NAME USER NAME DEPARTMENT

e Do the same for HR: Don.Hall@domain.onmicrosoft .com

¢ Delete the figure for Sales: Doris.Sutton@domain.onmicrosoft.com

Delegated group management for organizational
groups

To allow a principal data owner, we activated the delegated group management feature.
You will find it under the CONFIGURE section in your brand new Azure AD. Scroll down
to group management. Log in as admin@domain.onmicrosoft.com on onhttps://mana

ge.windowsazure.com.
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1. Enable DELEGATED GROUP MANAGEMENT.

group management

DELEGATED GROUP MANAGEMENT
EMABLED

USERS CAM CREATE SECURITY GROUPS

USERS WHO CAM USE SELF-SERVICE FOR
SECURITY GROURS

USERS CAM CREATE OFFICE 265 GROUPS

USERS WHO CAN USE SELF-SERVICE FOR
OFFICE 365 GROUPS

EMABLE DEDHCATED GROUPS
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2. Login asbDon.Hall@domain.onmicrosoft.comon
https://myapps.microsoft.com. Click on the HR group.

applications

Iy groups T |

groups

approvals  profile

3. Add Ellen.Adams@domain.onmicrosoft.com to the HR group.

applications  groups

HR
2

DESCRIPTION
Human Resources

GROUP TYPE
Security

JOIN POLICY
Only the owner of this group can add members

OWNERS
Den Hall (Don.Hall@leano.onmicrosoft.com)

This group is not enabled for self-join requests,
please contact your admin if you need to join
this group

approvals

profile

Delegated group management

0 members Add member

Add Member

Name:

Jochen Mickel Ellen Adams
Brian Cox

Don Hall

Petre Mitchell

Set Owners

4. Review the JOIN POLICY.
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Configuring self-service group management

Another request might be from users who want to create groups, for example for projects or
distribution groups. For this, they need the capability of an approval process. You can
provide this functionality by activating the two shown options under group management.

group management

DELEGATED GROUP MANAGEMENT NO
ENABLED
USERS CAN CREATE SECURITY GROUPS *

USERS WHO CAN USE SELF-SERVICE FOR SOME
SECURITY GROUPS

Office 365 groups Note
An Office 365 group includes a distribution list but also includes a shared:

USERS CAM CREATE OFFICE 265 GROUPS

e Inbox for group email communication

Calendar for scheduling group meetings and events

Library for storing and working on group files and folders

OneNote notebook for taking project and meeting notes

Planning tool for organizing and assigning tasks and getting
updates on project progress

1. LoginasDoris.Sutton@domain.onmicrosoft.com (HR manager) on
https://myapps.microsoft.com.

Practical note:

Use a different browser or the private browsing option to handle the
different user sessions. We recommend one session on
https://manage.windowsazure.com as
admin@domain.onmicrosoft.com and another session as the explicit
user under https://myapps.microsoft.com.

[137]


https://myapps.microsoft.com
https://manage.windowsazure.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com

Building and Configuring a Suitable Azure AD

2. Create the group Sales Internal News asan 0365 (Distribution group).

3. Check Group policy as This group is open to join for all usersasNo
Approval.

Create a group

Create Group

Display name

ISaIes Internal News

Description (optional)
Sales Internal News|

Group policy

| This group is open to join for all users ‘

Group type

| 03865 ‘
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4. Review the JOIN POLICY of your newly-created group.

applications  groups  approvals  profile

. Sales Internal News
S

®

Add member

DESCRIPTION
Sales Internal News

1 members

GROUP TYPE
0365

JOIN POLK
This group is open to join for all users

Delete group

OWNERS
Doris Sutton {Doris.Sutton@|eanc.onmicrosoft.com)
Set Owners

Leave group

5. In your Azure AD, under groups, you will also find the newly-created group.

sales internal news

MEMBERS ~ OWNERS PROPERTIES ~ CONFIGURE ~ SELF SERVICE ACTIVITY

properties
DISPLAY MAME Sales Internal News
DESCRIPTION Sales Internal News

Office 365
SOURCED FROM

Distribution group
GROUP TYPE

OBJECT ID | TcdTeT43-aaba-4796-9435-95b3d75ach00 | Fn ‘
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6. Now, as the group owner, you can change the group to request manager
approval.

Update Group

Display name

Sales Internal News

Description (optional)
Sales Internal Hews

Group policy
This group requires owner approval

Group type

0365
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7. Test the new configuration and log in as Don.Hall@domain.onmicrosoft.com
on https://myapps.microsoft.com. Navigate to groups. Choose Sales Internal
News.

applications  groups  approvals  profile

Creale a geown Sl AP Sty el v

8. Join the Sales Internal News group.

.’ Sales Internal News
F

DESCRIPTION | membe -
Sales Internal News e Join group
GROUP TYPE

0365

JOIN POLICY
This group requires owner approval

OWMNERS
Daoris Sutton {Doris.Sutton@|eano.cnmicrosoft.com)
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9. Type a Business justification, click Request, and the request should be started.

10. Login as Doris.Sutton@domain.onmicrosoft.comon
https://myapps.microsoft.com.

11. Check your Inbox. You should have received the join request mail.

msonlineservicesteam@microsoftonline.com

To: O Doris Sutton; ¥

Someone wants to join your group

Security group name: Sales Internal News
Requestor: Don.Hall@leano.onmicrosoft.com

Business justification: Need to be informed _..
Act on this Request

Manage Groups | Privacy | Legal

12. Click on Act on this Request and Approve the request.

applications  groups  approvals  profile

My Approvals|v|
RESOURCE  NAME REQUESTER REQUEST BUSINESS JUSTIFICATION
¥ Group H Sales Internal News E Don.t nmicrosoft.com  Don.t m requested to join "Sales Internal News”  Need to be informed ...
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Next, you will see the group members of the Sales Internal News group.

applications  groups approvals  profile

Sales Internal News

X Doris Sutton

13. Login as Don.Hall@domain.onmicrosoft.comon
https://myapps.microsoft.com.

14. Check your inbox; you should have received the approval message.

msonlineservicesteam@ microsoftonline.com
01114

Your membership request was approved
To: Don Hall

Your group membership request was approved

Security group name: Sales Internal News
Approved by: Doris Sutton

Business justification: Need to be informed ...

View Group Memberships | Privacy | Legal

Check your group membership. Next, we will configure dynamic group memberships.
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Configuring dynamic group memberships

In the next section, we will configure simple dynamic group memberships to use the
department attribute to automatically add users to their department group.

When enabling dynamic groups, current memberships will be lost.

1. As admin@domain.onmicrosoft.com, choose the accounting group and
navigate to CONFIGURE.

2. Check ENABLE DYNAMIC MEMBERSHIPS as YES.
3. Create a simple rule: department Equals (-eq) Accounting.

accounting

MEMEERS OWMNERS PROPERTIES SELF SERVICE ACTIVITY
dynarmic memberships
EMABLE DYMAMIC MEMBERSHIPS .
m Simple rule
|department V| | Equals (-eq) V| ;; g Xb

_/—//

(@) ADD USERS WHERE

) ADVANCED RULE
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4. Set the DEPARTMENT attribute on the accounting users for Brian Cox and
Jeff Simpson to Accounting.

brian cox

ROFILE WIORK IMFO DEVICES ACTIVITY

JOB TITLE

DEPARTMENT Accounting| X

5. The member should be added automatically. Check the group membership.

Assigning roles and administrative units

Top delegate tasks are used to create administrative units and assign roles for specific tasks.
In this configuration, we will generate an HR and we will assign the role of managing user
accounts to manager of the HR department.

Connecting to Azure Active Directory

First of all, we need to connect to our Azure AD with the PowerShell cmdlet Connect-
MsolServicewith the admin@domain.onmicrosoft.com user.

[145]


mailto:admin@domain.onmicrosoft.com

Building and Configuring a Suitable Azure AD

Creating an administrative unit

Type New-MsolAdministrativeUnit—- DisplayName'HR' -
Description'HumanResourcesUsers' to create the HR.

Desc

System.Runtime.Serialization.ExtensionDataObject Human R lae3@ead-bld3-4414

Adding users to an administrative unit
Next, we need to add the users of the HR department to the HR.

1. Type the following commands;

$au = Get-MsolAdministrativeUnit -searchstring 'HR'
Suserl = Get-MsolUser -UserPrincipalName
'don.hall@domain.onmicrosoft.com'

Suser2 = Get-MsolUser -UserPrincipalName
'ellen.adams@domain.onmicrosoft.com'

2. Test your variables, for example:

4> Write-Host
d-b1d3-4414

Write-Host
-b15: 9

3. Type the following commands to add the users to the HR:

Add-MsolAdministrativeUnitMember —-AdministrativeUnitObjectId
$au.ObjectId -AdministrativeUnitMemberObjectId $userl.ObjectId
Add-MsolAdministrativeUnitMember —-AdministrativeUnitObjectId
$au.ObjectId —-AdministrativeUnitMemberObjectId $user2.ObjectId
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4. Test your configuration with the following command:

Get-MsolAdministrativeUnit -UserObjectID $userl.ObjectId
Get-MsolAdministrativeUnit -UserObjectID $user2.ObjectId
Get-MsolAdministrativeUnitMember —-AdministrativeUnitObjectId
$au.ObjectId

Scoping administrative roles

In the next step, we need to assign the User Account Administrator role. Verify the
available roles with Get -MsolRole.

Get-MsolRole

p

support tasks.

Suppo
Admi
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1. Set the variables to assign a user to a role. Type the following command:
Srole = Get-MsolRole -RoleName 'User Account Administrator'
$user = Get-MsolUser -UserPrincipalName
'don.hall@domain.onmicrosoft.com’

2. Assign the role. Type the following command:
Add-MsolScopedRoleMember —RoleObjectId $role.ObjectId

—-AdministrativeUnitObjectId $au.ObjectId —-RoleMemberObjectId
Suser.ObjectId

Testing your configuration

Open a new PowerShell and connect with the commandConnect-MsolService to the
Azure AD and log in with the Don.Hall@domain.onmicrosoft.com credentials.

1. Modify a user account assigned to the HR administrative unit with the following
command:

Set-MsolUser -UserPrincipalName ellen.adams@domain.onmicrosoft.com
—-Department HR

2. Verify your modification using the following command:

Get-MsolUser -UserPrincipalName ellen.adams@domain.onmicrosoft.com | f1l

Set-MsolUser
Get-MsolUser

=

Blx

isioningErrors

[ B e B e I
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Providing user-and group-based application
access

In the next section, we need to configure a typical workplace that a user can access under
the Access panel Ul (myapps.microsoft.com). We will assign the applications to users and
groups to see the different capabilities. These steps don't contain a scenario with user
provisioning.

Use the following links to integrate Salesforce at the end of this section:
Tutorial: http://bit.ly/1fQer6qg

Video: http://bit.ly/1WCpf7V

Salesforce Sandbox: http://sforce.co/105XPS6

Adding several applications from the application
gallery

In the first step, we will add some example applications for a typical workplace in Azure
AD under the APPLICATIONS section. After adding the application, we will assign the
accounts to provide the access.

alaska airlines

&3 DASHBOARD USERS AND GROUPS CONFIGURE

Your app has been added!

=itz iy Enable your app to integrate with Microsoft Azure AD

[ Skip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application,

Single sign-on is enabled for existing application

accounts

Assign users to Alaska Airlines

Specify which accounts in Microsoft Azure AD can access this application.
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1. Build a list of applications, such as the following, and assign all groups to access
the applications, except the one with user provisioning.

&3 DAsSHBOARD USERS GROUPS  APPLICATIONS DOMAINS DIRECTORY INTEGRATIOM CONFIGURE REPORTS LICENSES

Show|AppIicat|'ons my company uses V|Sea'ch | v
NAME PUBLISHER TYPE APP URL P
Maoodle Maaodle™ httpsy/Ymoodle.org/

Doodle Doodle https:/fwww.doodle.com/

Google Apps Gaoogle http/fwww.google.com/enterprize/apps/b...
Docusign DacuSign Inc. http:/fwwier. docusign.com/

Box Box https/wen box.comy

Salesforce Salesforce.com http:/fwww.salesforce.com/

Salesforce Sandbox Salezforce.com httpe//test salesforce. com/f

PayPal PayPal https:/fwww.paypal com

MNetflix Metfliz, Inc. https:/fwenanetflis.com/

Microsoft OneDrive Microscft Corporation http:/fwww.onedrive.com/

Facebook Facebook https:/fwww. facebook.comy

Skype Microscft Corporation httpc/ fwwwskype.com,/

Microsoft Intune Microsoft Corporation Wb application it/ fww microsofcom,/en-us/server-cl. .
Office 365 Exchange Online Micresoft Corporation Web application http/foffice. microsoft.com/outlook/

Office 365 Management APIls Microsoft Corporation Web application

Office 365 SharePoint Online Microscft Corporation Web application httpe/foffice. microsoft.com/sharepaint’
Office 365 Yammer Microscft Corporation Web application
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2. Note the formatting differences depending on whether it is with or without user
provisioning.

€2 DASHBOARD USERS AND GROUPS ATTRIBUTES CONFIGURE

Box has been added

O Skip Quick Start the next time | visit

1 Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application.

Configure single sign-on

2 Enable automatic account provisioning to Box

Automatically provision accounts from Microsoft Azure AD to Box upon account assignment.

Configure account provisioning )

3 Assign users to Box

Specify which accounts in Microsoft Azure AD can access this application.

Assign accounts
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alaska airlines

&3 DASHBOARD USERS AND GROUPS CONFIGURE

Your app has been added!
ez Ty Enable your app to integrate with Microsoft Azure AD

[ skip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application.

Conﬁgure single i gn-on Single sign-on is enabled for existing application
accounts

Assign users to Alaska Airlines

Specify which accounts in Microsoft Azure AD can access this application.

3. Test your newly-configured workplace and log in as
Don.Hall@domain.onmicrosoft.comoOn https://myapps.microsoft.com.

applications groups  approvals  profile

BH

4. Also test the user experience on Office 365 and log in as
Don.Hall@domain.onmicrosoft.comon https://portal.office.com.
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5. ]urnp back to https://myapps.microsoft.comas Don Hall and click on
Microsoft OneDrive; you will receive an Update Now message.

6. You need to install the Access Panel Extension add-on for Internet Explorer:

Almost done installing...

To finish installing the Access Panel extension for Internet Explorer,
complete the following steps:

1. Click "Enable" below

There should be a prompt at the bottom of the
window that says that the Access Panel add-on is
ready for use.

If you don't see the prompt. check cur
Troubleshoocting guide.

2. Restart Internet Explorer

Close this window. and then open Internet
Explorer again.

Then you're dene!

© 2015 Microsoft Legal Privacy

The 'Access Panel Extension’ add-on from ‘Microsoft Corporation’ is ready for use, Enable Don't enable
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Assigning applications to users and defining

login information

In the next step, we will provide Don Hall with the LinkedIn application with company
credentials. Don Hall will not be able to see the credentials, so if he leaves the company the

credentials are still protected.

1. Add the LinkedIn application from the application gallery.

FEATURED APPLICATIOMS (16)
CUSTOM Linkedin

BUSINESS MANAGEMENT (108)
COLLABORATION (297)
CONSTRUCTION (3)

CONTENT MANAGEMENT (91)
CRM (110}

DATA SERVICES {110)
DEVELOPER SERVICES (86)
E-COMMERCE (69)
EDUCATION (74)

ERP (38)

.
Linked [
NAME Linkedin
PUBLISHER LinkedIn Corporation
APPLICATION hitpsy A linkedincom,/
URL

Use Microsoft Azure AD to enable user
access to Linkedin.

Requires an existing Linkedin subscription.

2. Next, we need to assign Don Hall to access this application.

linkedin

&3 DASHBOARD USERS AMD GROUPS COMNFIGURE

sHOoW | All Users v

DISPLAY NAME USER NAME JOBTITLE DEPARTMEMT

Brian Cox Erizn.Cox@leanc.onmicros...

ACCESS METHOD el

Unassigned
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3. Next, we provide valid LinkedIn credentials. If you don't have any, just register
as a demo. Don't check I want to enable automatic password rollover. For more
information on this feature, visit: http://bit.ly/lvriiwU.

Assign Users

This action will allow the selected user to authenticate to the Linkedin application from within the
Access Panel. Users can enter and update their Linkedin credentials using the Access Panel at any

time.

| want to enter Linkedin credentials on behalf of the user
Account Name

jechen.nickel @hotmail.com

Password

@ I want to enable automatic password rollover. >

If you assign an application to a group, you can decide whether the
credentials will be shared.
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¢ View with shared credentials: The user can view this for just a few
seconds after clicking on the application. Test it with the Twitter app.

Log in to Twitter

| jochen. nickel@hotmail.com x

m ] Remember me - Forgot password?

New to Twitter? Sign up now =

Already using Twitter via text message? Activate your account »

¢ View with no shared credentials: The user needs to add the preferred
credentials once. Test it with the Twitter app. You should see the
following result.

Twitter

Enter your credentials to sign in for this application

Username

Password

Your sign-in information will be stored securely. Click here for more information.
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You will receive the same behavior if you as the administrator don't
0 provide the credentials.

4. Test this behavior with the user account you used.

Assigning applications to groups and defining
login information

In the next steps, we will do the same for groups. In this example, we'll use an HR group
that uses groups to get news from a dedicated Twitter feed.

1. Add the Twitter app from the application gallery.
2. Assign the HR group.

twitter
&3 DASHBOARD USERS AMD GROUPS CONFIGURE
som SARTING WiTH v
MNAME EMAIL ADDRESS OWMERS ASSIGNED
Accounting Brizn Cox No
Sales Doris Sutton Mo
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3. Enable the sharing option and don't check the I want to enable automatic
password rollover feature.

Assign Groups

This action will allow the members of selected group to authenticate to the Twitter application
from within the Access Panel,

o | want to enter Twitter credentials to be shared among all group meml}ers>
"N"!_

User Name

Password

@ I want to enable automatic password rnllnueD

4. Check the application on https://myapps.microsoft.com with a user of the HR
group.

5. Read the article on the I want to enable automatic password rollover feature at:
http://bit.ly/lvriiwU.

6. Activate the password rollover and test the configuration.
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Self-service application management

In the next section, we will allow users to add their own applications to their workplace
under https://myapps.microsoft.com so as to enjoy the SSO behavior. Under your Azure
AD in the CONFIGURE section, navigate to integrated applications. Activate the shown
feature.

integrated applications

USERS MAY GIVE APPLICATIONS YES NO
PERMISSION TO ACCESS THEIR DATA

USERS MAY ADD INTEGRATED YES MO
APPLICATIONS

PREVIEW

USERS MAY ADD PASSWORD S50
APPLICATIONS FROM THE AZURE AD APP
GALLERY

1. LoginasEllen.Adams@domain.onmicrosoft.comon
https://myapps.microsoft.com.

2. Click Get more applications and add MailChimp.

3. After you have added MailChimp, click manage applications and choose
MailChimp.

manage applications

N & hailChirmp

ACMiH
Ellen.fdzms il esno. onmicoso
Maoom
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4. As admin@Rdomain.onmicrosoft.comonhttps://manage.windowsazure.com,
you will be able to see the newly-added application under the Applications
section of your Azure AD.

Show | Applications my company uses ¥ | Search v
NAME PUBLISHER TYPE APP URL pel
Alaska Airlines Alaska Air Group, Inc. Web application https:/fwww.alaskaair.com/
Box Box Web application https:/ yw.box.com/
Docusign DocuSign Inc. Web application httpy/fwww.docusign.com/
Doodle Doodle Web application https:/fwww.doodle.com/
Facebook Facebook Web application https:/ v.facebook.com/
Google Apps Google Web application httpy//www.google.com/enterprise/apps/b...
Linkedin Linkedin Corporation Web application https:/fwww.linkedin.com/

Q‘Iarlcn\'mp The Rocket Science Group Web application httpy//mailchimp.com/ >
Microsoft Intune Microsoft Corporation Web application hittpy//www.microsoft.com/en-us/server-

5. Configure the application, add some users, and test it!
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Activating password reset self-service
capabilities

In this section, we will configure the password reset capabilities of Azure AD to reduce
support costs and introduce 24/7 availability. We add no restrictions to the service, and we
only require one verification option to reset the password. To verify the reset, we will use
the Mobile Phone and Alternate Email Address methods.

user password reset policy

USERS ENABLED FOR PASSWORD RESET m
RESTRICT ACCESS TO PASSWORD RESET YES “

Before users can reset their passwords, they must first have at least one authentication method defined. Edit users in 'Leaming Online inovit GmbH' now.

AUTHENTICATION METHODS AVAILABLETO [ Office Phone

USERS ] Mobile Phone
] Alternate Email Address
[T Security Questions

NUMBER OF AUTHENTICATION METHODS 1 j
REQUIRED

You can send users to a webpage where they can register their own authentication method information. Go to this webpage now.
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1. The next option we will activate is that the user will be forced to register their
mobile phone number or an alternative e-mail address.

2. We can also activate an option so that a user can unlock his account over this
functionality.

REQUIRE USERS TO REGISTER WHEN m
SIGNING IN?

NUMEBER OF DAYS BEFORE USERS ARE
ASKED TO RE-COMFIRM THEIR
AUTHENTICATIOM INFORMATION

CUSTOMIZE "CONTACT YOUR YES n
ADMIMISTRATOR" LINK?
q

You need to install Azure Active Directory sync and enable the "Password Writeback” feature to manage on-premises passwords from the cloud, Learn

more.,
WRITE BACK PASSWORDS TO ON-PREMISES NO
ACTIVE DIRECTORY
Will be configured in hybrid scenarios
PASSWORD WRITE BACK SERVICE STATUS Mot configured

N J

ALLOW USERS TO UNLOCK ACCOUNTS
WITHOUT RESETTING THEIR PASSWORD
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Configuring notifications

In this section, we will configure notification options so that the administrator will be
notified if anomalous sign-ins or administrator password resets happen. Configure the

notifications as in the following screenshot:

notifications

English

EMAIL LANGUAGE PREFERENCE

EMAIL NOTIFICATION OF ANOMALOUS ENABLED gelit:iNse]

SIGM INS

NOTIFY ADMINS WHEN OTHER ADMINS
RESET THEIR OWN PASSWORDS

NOTIFY USERS AND ADMINS WHEN THEIR ﬂ NO

OWHN PASSWORD HAS BEEN RESET

Forcing password reset information

In this section, we will test our newly-configured feature and will see the required
registration scenario for your verification options.

Next we will test the password reset

1. Test the newly-configured settings and log in as
Don.Hall@domain.onmicrosoft.comon https://myapps.microsoft.com.
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2. You will receive a message saying that you need to register for a password reset.

Your administrator has required you to verify your contact
info. You can use this to reset your password if you ever |lose
access to your account,

verify now

3. Add your preferred method for bon Hall.

.-lﬁ*_ Don Hall@leanoonmicrseateom | 7
N

don't lose access to your account!

sie Yoo can et your pacewond we reed be collect some infa s we can venily wha you ane. Wie woe't use Bhis be sparm
el rreed B set up ab least T of the aptans helow, I

i - st fin ke yrar Account moss

ﬂ' Authenticstion Phore is not configurad. Set it up row

a':.. thenbication Ermail is nod configured, Sel @ up noey

carcel
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4. You will receive an SMS text message or a mail to your mailbox.

S0.03.01.2016 16:33

Microsoft on behalf of Learning Online inovit GmbH <msonlineservicestea

Learning Online inovit GmbH account email verification code
To M Jochen Nickel

m@microsoftonline.com>

Verify your email address

Thanks for verifying your Don.Hall@leano.onmicrosoft.com account!

Your code is: 624634

Sincerely,
Learning Online inovit GmbH

This messs
not reply to this m

from an unmonitored email sddress Please do “w
3 ONLINE
% e

Log in as admin@domain.onmicrosoft.comon https://myapps.microsoft.comand you
will see the request for two verification options.

Administrative users need two verification options by default.

don't lose access to your account!

To makesure voy can recat wp e pacoyord e ne some info so we can verify who you are. We won't use this to spam you - just te keep your account more
sec.Jr4 You'll need to set up at least 2 of the opfions below.

A Authentication Phone is set to & +41 79 Verify

o.&uheﬁt'cat'cr Email is not configured. Set it up now

Testing the password reset process

1. Open https://myapps.microsoft.com and enter
Don.Hall@domain.onmicrosoft.com.
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2. Click Can't access your account? or use the following link:

https://passwordreset.microsoftonline.com.

Don.Hall@leano.onmicrosoft....

|ba ssword |

[ Keep me signed in

Em o

Can't access your account?

3. You will enter in the verification process and you will also need to follow the
relevant tasks.

Get back into your account
verification step 1 > choose a new password

Please choose the contact method we should use for verification:

You will receive an email containing a verification code at your alternate email
mail my alternate email address (jo™****@inovit.ch).

4. Finish the process and log in with the new password.
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Using standard security reports

In this section, we will configure and simulate some typical events that get reported in the
Azure AD Reports section.

Configuring — sign-ins after multiple failures

1. Configure in sign ins after multiple failures to 10.

sign ins after multiple failures

REFPORT CONFIGURE

NUMBER OF CONSECUTIVE FAILED S5MGM INS CONSIDERED 10
ANOMALOUS:

2. Lock out a user account with a limit of 10 wrong login warnings.
3. You should receive the following message:

Your account is temporarily locked to prevent unauthorized use.
Try again later, and if you still have trouble, contact your support
[PErsomn.

Don.Hall@leano.onmicrosoft.com

4. Next, we need to unblock the user account
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Possible ways to unblock a blocked user account

The following are two methods to unblock a user:

¢ Method 1: Wait 15 minutes
e Method 2: Unlock your account with the password reset process

Possible ways to unblock a blocked user account for
administrators

¢ Method 1: Reset the user's password; as an Office 365 or Azure AD admin,
perform a password reset for the user.

e Method 2: Make sure that the user is allowed to sign in. Sign in to the Office 365
portal as an admin.
e Locate the user and then open the settings for that user

e Under Set sign-in status, click Allowed and then click Save

e Method 3: Reset the user's sign-in status

Change the sign-in status of the user from Allowed to Blocked and then
0 change it back to Allowed.

To do this, follow these steps:

1. Sign in to the Office 365 portal as an admin.

2. Locate the user and then open the settings for that user.

3. Under Set sign-in status, click Blocked and then click Save.
4. Under Set sign-in status, click Allowed and then click Save.
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Unlocking the user account

Perform the following steps to unlock a user account:

1. Unlock user accounts as an administrator (Azure).

settings
ALLOW THE USER TO SIGM IN AND ACCESS BLOCK
SERVICES?

2. Unlock user accounts as an administrator (Office 365).

Admin

he user can sign in and access services.

The user can't sign In or access senvices.

3. Login as Don.Hall@domain.onmicrosoft.com several times without blocking

the user on https://myapps.microsoft.com and perform a successful login.

4. Check the Sign ins after multiple failures report to see the activity.
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Configuring — sign-ins from multiple geographies

1. Log in with an account between geographic regions that are far apart. This
requires a remote machine from your location and in a different time zone. Make
sure the logins are as close together as possible.

. Log into https://myapps.microsoft.com as
Don.Hall@domain.onmicrosoft.com from your local PC.

e Logintohttps://myapps.microsoft.comas
Don.Hall@domain.onmicrosoft.comon a machine in a
different time zone to your original PC.

You can simulate such login activity with the simulation software
CyberGhost.
Download: http://bit.ly/1wVSgcs

2. Select REPORTS from the top menus.
3. Select ANOMALOUS ACTIVITY.

&3 USERS GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION CONFIGURE REPORTS LICENSES

REPORT DESCRIPTION

ANOMALOUS ACTIVITY

Sign ins from unknown sources

Sign ins after multiple failures

Sign ins from multiple geographies

Sign ins from IP addresses with suspicious activity

Sign ins from possibly infected devices

Irregular sign in activity

Users with anomalous sign in activity
ERROR REPORTS

Account provisioning ermors
INTEGRATED APPLICATIONS

Application usage: summary

Application usage: detailed

May indicate an attempt to sign in without being traced.

May indicate a successful brute force attack,

May indicate that multiple users are signing in with the same account,
May indicate a successful sign in after a sustained intrusion attemnpt.
May indicate an attempt to sign in from possibly infected devices,
May indicate events anomalous to users” sign in patterns.

Indicates users whose accounts may have been compromised.

Indicates an impact to users’ access to external applications.

Provides a usage summary for all SaaS applications integrated with your directory,

Provides usage details for a specified Saas application.
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4. Review the different reports:

e Sign-ins from unknown sources

Sign-ins after multiple failures

Sign-ins from multiple geographies

Sign-ins from IP addresses with suspicious activity

Sign-ins from possibly infected devices

Irregular sign-in activity

Users with anomalous sign-in activity

sign ins from multiple geographies

INTERWVAL Last 30 days A ~

Sign ins have been processed up to 1/3/2016 3:5%:59 PM.

USER FIRST SIGM IN FROM SECOMND SIGN IN FROM TIME BETWEEN SIGN INS ESTIMATED TRAVEL HOU... | TIME OF 2ND SIGN IN| O

Don Hal Zuerich, Zuerich, CH Bucuresti, Bucuresti, RO 00:13:57 z £2/2016 11:45:37 PM

5. Select a report and click on DOWNLOAD at the bottom of the page.

Configuring users with anomalous sign in activity

Utilize an anonymous browsing tool such as Tor.
Download: http://bit.1ly/1dhroym.
Download the secure Tor Browser.

L e

Open the Tor browser and go to https://myapps.microsoft.comand logon as
Don.Hall@domain.onmicrosoft.com.

- Congratulations!
) Ihis bror configured to use lor
= Yo ave pgw gy eh

PO GHEH IO R

| S - prp E
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5. Check the report users with anomalous sign in activity.

users with anomalous sign in activity

INTERVAL | Last 30 days v

Sign ins after 1/3/2016 2:5%:59 PM may not have been processed completely

USER REASON DATE AND TIME
Don Hall Expand to view details. 1/2/2016 11:45:51 PM
Don Hall Signed in from & concealed IP address. 1/2/2016 11:45:51 PM
Don Hall Signed in from geo-distant locations 1/2/2016 11:45:51 PM

Integrating Azure AD join for Windows 10
clients

In this section, we will configure the Azure AD join functionality and join our first
Windows 10 client to Azure AD, with a maximum of five devices per user.

LSS WAY 10N DDV TO ATURD A0 “ SELSCIEL | SOME

ADDITICHAL AL KIFITAATORS OH AZLAL '.:.:'.I:.lm
ADFCRCD DOVCLS

USTAS WAY REQISTIR THER O DACES 'WTH
AZLNI RO

tion will be configured in
P T4 AR AT T - | Option will be configured ir

nRAcE the hybrid scenarios

o
FIARIRAL R USE OF DEVICES FER USER __
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Join your Windows 10 client to Azure AD

1. Log in to your newly-installed Windows 10 client machine and navigate to
Settings.

am Windows10

PC name DOMHALLMED

Renarne PO

Chrganization WORKGROUP

laoin a domain

lain Azure AD
Edition ‘Windows 10 Enterprise
Version 151
5 Buikd 10586.36
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2. We will sign in with Don.Hall@domain.onmicrosoft.com. Check your
branding information.

T
ety

Let's get you signed in :

Work or school account

don.hall@leanc.onmicrosoft.com

....------| Q

| forgot my password

Need help?

This service is for the exclusive use of Learning Online inovit GmbH employees and
partners. Please don't share your credentials and refrain from signing in from
untrusted computers. Need help? Call the IT Help Desk at (56) 406-0709.

Privacy statement
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3. Click through the next section and join the client.
4. Check the new status Organization as your Azure AD Directory name.

Make sure this is your crganization

Make sure this is your organization

If you continue, system policies might be turned on or other changes might be made to your PC.
Is this the right arganization?

Connecting to: leanc.onmicrosoft.com
User name: Don Hall@leano.onmicrosoft com
User type: Administrator

am Windows10

PC name DONHALLNED1
Rename PC
Organization Learning Online inovit GmbH

Disconnect from organization
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Verifyng the new joined Windows 10 client

Login to https://manage.windowsazure.comas admin@domain.onmicrosoft.com and
view under the User | Devices section the newly joined Azure AD device.

don hall
PROFILE ~ WORKINFO  DEVICES  ACTIVITY
VIEW | Devices v
DISPLAY NAME STATUS PLATFORM TRUST TYPE TRUST LEVEL el

Login and adopt security policies

1. Log in to the Windows 10 client with the credentials of
Don.Hall@domain.onmicrosoft.comand click through the security policy
configuration. Click Enforce these policies.

plies wilh 2y ser
il iy

e ————
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2. Click through the PIN setup and finish the process

et up a PIN

THhrs e lrher iy e ke, syl sl e b | eedoerases
rlew s mpre e ErAe m NMH o ey e cad reeer s e s e e
ks E L 1 Ty

Testing the user experience

Now we will test the newly-provided Single Sign-On capabilities.

1. Open the Mail application, and you will see that the system recognizes your User
ID and Single Sign-On is provided.

[177 ]



Building and Configuring a Suitable Azure AD

2. Also, if you open https://myapps.microsoft.com, you will be directly logged in
to the Access Panel Ul

Accounts

First things first. Let's add your accounts.

Add account

- P | T ————

R [ T R WS— S I

applications groups approvals  profile
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Configuring a custom domain

After configuring the most relevant feature sets of your Azure AD tenant. We will prepare a
registered domain name to set the configuration to a productive environment.

This step is optional, because you need to register an official domain at a
registrar in your country.

learning online inovit gmbh

&3 ras-BoaRD WISERS GROUPS  APPLICATIONS f;‘;h’lu.l_ﬂ-iji DRECTCHRY INTEGRATICGN CONFICLRE  REPORTS  LMCEMZES
Your directary comes with a default domain, leanc.onmicrosoft.com. Add a
custom domain to improve user sign-on experiences!

A LS TN IO II'-F
0 A CUSTOM DOMAIN (3]

1. Click ADD A CUSTOM DOMAIN and see the verification options; note that
you are the owner of the domain.

Specify a domain name

Enter the name of a domain Bhat your arganization oems

CHoRAAIN PLARAE

|ﬂ|‘1D.EH 4

[ 1 plan to configure this demain for single sign-on with my lecal Active Directory
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2. Add a TXT entry to your DNS zone to verify the domain.
3. Click the Verify button on your Azure portal.

i Successfully verified the domain.

x
Verify leano.ch
4. After a successful verification the new DOMAIN NAME will appear under
DOMAINS.

learning online inovit gmbh
&3 DASHBOARD USERS GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATIOMN COMNFIGURE REPORTS LICENSES

DOMAIN NAME TYPE STATUS SINGLE SIGN-ON PRIMARY DOMAIN P

leano.onmicrosoft.com Basic Active Mot Available Yes

Configuring Azure AD Domain Services

To integrate a legacy application based on NTLM and Kerberos authentication in an Azure
IaaS scenario, we need to configure the Azure AD Domain Services. In this section, we will
configure only the basic service and will integrate an active example application in a hybrid
scenario.
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The first step is to create a new group called AAD DC Administrators; the group needs to
have this exact name. Afterwards, you need to add your administrator account
admin@domain.onmicrosoft.com to the newly-created group.

Add Group

MAME

AAD DC Administrators

DESCRIPTION

Azure AD Domain Services administrators gr@upl

Add the admin account as a member of the group.

Add members
SHOW | Lasars v W'
AL DEPARTMENT = SELECTED
Bria Arcountirg Jochen Micke
Do Ha SR T oo
Daoil s Sur ve gl ftou] ey
b= x sl esT ft.oom
T ST Mt Sim P il Sanc oo s o o Artountieg
Pztne b nche Petoo Wi bciel @lear c.ane iosam oo
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Creating a virtual network

When enabling Azure AD Domain Services, you will need to specify which Azure virtual
network is being used. We use the name LeanoAzureNet and a 192.168.x.x/20 as the range
to configure the network.

Please note that you must satisfy the following criteria:

e The virtual network belongs to a region supported by Azure AD Domain
Services. See the region page for details.

¢ Ensure the virtual network is a regional virtual network and doesn't use the
legacy affinity groups mechanism.

¢ Ensure your workloads deployed in Azure Infrastructure services are connected
to this virtual network.

e Create the network and make a note of the virtual network's name.

MNAME

LeanodzureMet

ADDRESS SPACE @ MAXIMUM VM COUNT @@

[192.168.0.0 - 192.168.15.253]

LOCATION DMNS SERVER .
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Verify the result.
WIRTUAL NETWORKS LOCAL NETWORKS DNS SERVERS
NAME STATUS SUBSCRIPTION LOCATION pel

LeanoAzureNet >

Enabling Azure AD Domain Services

You will notice the IP addresses for Azure AD Domain Services start to appear on the page
as they come online. In our configuration, that is 192.168.0.4 and 192.168.0.5.

Azure AD Domain Services provide high availability and you should
expect to see two IP addresses when the services are fully provisioned for
your domain. It can take a while for the first IP address to be displayed
and a bit longer for the second.

EMABLE DORMAIN SERVICES FOR THIS
DIRECTOARY Pending ..

Users will not be able to login to the domain using their credentials wntil you P\ ble password synchronization.

DMS DOMAN NAME OF DOMAN SERVICES
eano.onmicroseft.com

COMNECT DOMAIN SERVICES TO THIS
WIRTUAL METWORK

P ADDRESS

After successfully activating the Azure AD Domain Services, we need to update the DNS
servers in the virtual network configuration.
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1. Edit the LeanoAzureNet virtual network.
2. In the DNS servers section add the two IP's as DNS servers for the new

environment.
dns servers
I leano.onmicrosoft.com 1 192.168.0.4
I leano.onmicrosoft.com 2 192.168.0.5 | X

Enabling password synchronization

The last important step that you will need to complete in order to use the domain you have
just created is to enable password synchronization.

By default, Azure AD does not store the credential hashes required for
NTLM and Kerberos authentication. You need to populate these credential
hashes in Azure AD so that users can use them to authenticate against the
domain.

The steps involved in populating these hashes in Azure AD Domain Services are different
for cloud-only and synced tenants.

If your organization is a cloud-only Azure AD tenant, users that need to use Azure AD
Domain Services will need to change their passwords. This step causes the legacy credential
hashes required by Azure AD Domain Services for Kerberos and NTLM authentication to
be generated in Azure AD and populated into Azure AD Domain services.

You can either expire passwords for all users in the tenant that need to use Azure AD
Domain Services or instruct these end-users to change their passwords.

Users can use Azure AD's self-service password change mechanism from the Azure AD
Access Panel page in order to change their passwords.

For more information about this task, visit: http://bit.ly/1PFDjwe.
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Testing and verifying your new Azure AD Domain
Services

Testing your Domain Services is an optional task for the moment. We will perform a
complete integration in the complex hybrid identity scenario of this book. If you can't wait:

e Install a virtual Windows Server in your Azure laaS environment
e Install the administrative tools for Active Directory

¢ Connect to Active Directory Users and Computers and the Group Policy
Management console to verify your configuration

Summary

After working through this implementation scenario, you will be able to configure and
manage a suitable Azure AD tenant with the most important tasks. You will also be able to
integrate Windows 10 and Office 365 to build a productive workforce for your users. Do not
worry about the absence of functionalities such as MFA or other capabilities. We will
integrate them in the following chapters, as they need to be explained in the context of their
role in a hybrid identity infrastructure. In the next chapter, we will discuss the concepts
required for providing an effective way to transition in an advanced scenario.
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After discussing and implementing a cloud-only identity strategy we will explore some
necessary information for a transition process into a hybrid IAM architecture with a single
or multi forest On-Premise Active Directory environment. In this chapter, we describe the
architecture changes and relevant tasks that need to be applied to provide a successful
solution shift. This chapter provides you with the big picture; it will be filled with these
details in related chapters:

¢ Identifying the business drivers and changes for a hybrid move
e Special handling for moving to a multi forest Active Directory environment
¢ Describing the architecture and needed changes

Identifying business drivers and changes for
a hybrid move

There are many reasons why a company needs or wants to move to a hybrid IAM strategy.
The first relevant argument is that such a strategy builds the base infrastructure to support
all other cloud solutions by providing authentication and authorization over company
borders. Another very important side-effect is that you start to support new services and
workloads. Furthermore, to be realistic, most companies drive their own On-Premise
infrastructure, which needs to be integrated and added with additional functionality to
support different cloud scenarios. Typical questions you will receive are:

¢ Does the company need to support different cloud delivery models such as SaaS
or PaaS?

¢ Does the company need to support legacy applications or do they try to move
them to the cloud?
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Does the company need a central solution to manage On-Premise and cloud
services at the same time?

Does the company need to integrate external identities to work with them On-
Premise and does it need cloud services?

Additionally, you need to handle the following typical challenges from developers and the
company's operation team:

Role

Challenge

Developer | « Knowledge about several security standards and protocols

* Requirements are quickly changing
* Move to other identity providers will be complex

Operation | * Bad usability (per application — identity provider and help desk)

* Different password policies

* Password Reset and User unlock

* Users collecting permissions because of missing processes such as on-boarding,
change, and termination

* Replication of identities

* Complex support to provide a central access platform to SaaS, partners, or On-
Premise applications

* Complex support to provide a central authentication and authorization platform

To illustrate the challenges also from the perspective of a department, we look at the
following example:

Employee John works at company A and uses an ordering system of company B.
Employee John does not use the identity provider of company A rather the
identity provider of company B to log into the ordering system.

In principle, this process works until employee John decides to leave company A.
Employee John will be deleted from the identity provider of company A, but
often remains in the identity provider of company B. This is still active and he can
access the systems.

For this reason, some additional aspects of the On-Premise IAM system, to use efficient
partnerships or SaaS applications, need to be available:

Extension of identity classification for sensitive identities — their personal data
may not be transferred or synced to the cloud
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authentication and authorization process

Use of standardized interfaces that support a hybrid approach

Expansion or replacement of existing remote access (for example, VPN) and the

¢ Providing a central authentication and authorization point in combination with a

user portal

¢ Providing a synchronization and federation with SaaS providers

To provide a central and transparent user authentication and authorization service,
Microsoft brings the necessary technology components with hybrid identity feature sets.

The following screenshot shows the schema of a hybrid IAM architecture:
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The architecture uses the investments already made in the area of On-Premise IAM and
builds on it. Microsoft provides MIM 2016 for On-Premise identity management solutions
(On-Premise/Private cloud IDM).

Identity On-Premise integration

In particular, the results from the identity classification have to be considered. These
include, for example, sensitive identities or attributes that cannot be synchronized to the
cloud. Another result can be that password hashes are synchronized (or not). The hybrid
construction and the provision of cloud identities in Microsoft Azure Active Directory will
be achieved through synchronization or federation. To synchronize identities, the Microsoft
Azure Active Directory Connect tool will be used, and for federation, Active Directory
Federation Services 3.0/4.0 are included in the Windows Server 2012 R2/2016 operating
system.

In principle, a decision must be made whether the central authentication service is provided
in the cloud or On-Premise . In the proposed architecture, both options are possible.
Depending on the choice, synchronization or federation will be configured accordingly.

The integration can be extended at any time and can be flexibly adapted to your needs. The
following screenshot shows the Configuration tab in the Azure Active Directory:

integration with local active directory

DOMAINS VERIFIED FOR DIRECTORY SYNC 2

DOMAINS PLANMED FOR SINGLE 5IGN-ON 0

DOMAINS CONFIGURED FOR SINGLE SIGN-ON 1

DIRECTORY SYNC VISR DEACTIVATED
LAST SYNC 2 hours ago
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With this integration you provide more transparent access for the end user to their own
cloud applications, SaaS, and/or On-Premise partner applications with a single identity.

For the user, is it possible to access their business applications with any device, centrally
authenticated and authorized in compliance with the security requirements of the
company? In the area of federation, Microsoft Azure Active Directory supports the
following excerpt from the Standards for Identity (Federation) provider and authorization
servers.

The following table shows the differences between the Azure Active Directory and
Microsoft Active Directory Federation Services (ADFS) 3.0 in Windows Server 2012 R2. In
a later chapter, we will explore the new features of the Windows Server 2016 and ADFS 4.0.

Azure Active Directory | Active Directory Federation Services 3.0
SAML-P SAML-P

WS-Federation / WS-Trust | WS-Federation / WS-Trust

OAuth2 OAuth2

OpenlD Connect

Graph Web API
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The result of the whole integration is that a consistent identity can be used On-Premise and
in the cloud. The following screenshot shows the results of the integration in the Azure
Active Directory management portal:

idam demo environment
&3 UsERs GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION CONFIGURE REPORTS LICENSES
DISPLAY NAME USER NAME SOURCED FROM pel
Adam Barr adam.barr@cnidam.ch Local Active Directory
Alan Brewer alan.brewer@onidam.ch Local Active Directory
Alan Steiner alan.steiner@conidam.ch Local Active Directory
Alexandre Silva alexandre.silva@onidam.ch Local Active Directory
Alfons Parovszky alfons.parovszky@onidam.ch Local Active Directory
Alicia Thomber alicia.thomber@onidam.ch Local Active Directory
Alisa Lawyer alisa.lawyer@onidam.ch Local Active Directory
Allan Guinot allan.guinot@onidam.ch Local Active Directory
Allison Brown allison.brown@onidam.ch Local Active Directory
Amy Alberts amy.alberts@onidam.ch Local Active Directory
Anders Madsen anders.madsen@onidam.ch Local Active Directory
Andrea Dunker andrea.dunker@onidam.ch Local Active Directory
Andrew Ma andrew.ma@onidam.ch Local Active Directory
Andy Jacobs andyjacobs@onidam.ch Local Active Directory
Anna Lidman annalidman@onidam.ch Local Active Directory
Anne Weiler anne.weiler@onidam.ch Local Active Directory
Annelie Zubar annelie.zubar@onidam.ch Local Active Directory
Anu Deshpande anu.desphande@onidam.ch Local Active Directory

= [t e

ADD USER MANAGE MULTI-  RESET PASSWORD
FACTOR AUTH
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Application detection and analysis

For a future-proof application ecosystem, it is important to know the exact state of the
applications used in the company. Often there are several applications that could be already
outsourced as a SaaS application. Another aspect we already discussed in chapter 1,
Getting Started with a Cloud-Only Scenariois shadow IT'S, which occur when the
requirements of the department cannot be met by IT. This way, an uncontrolled outflow of
sensitive information can happen.

For this reason, Microsoft provides the Cloud App Discovery tool. This tool helps you to
collect the following information for analysis:

Information transmitted over HTTP/HTTPS
Destination URL's — sites/applications
HTTP header and metadata

Name of the user

Name of the computer

A selection of the application categories to be collected can be centrally configured. With
these capabilities you are able to plan your hybrid environment. Identifying SaaS
applications in an improved UX helps you to provide single sign-on for these applications.
The following screenshot shows the concept of the Cloud App Discovery tool:

APPLICATION REPORT

SAAS /CLOUD APPLICATIONS

E ﬂ
USER CLOUD APP DISCOVERY
GATEWAY
Gongle

Limitation — only application-relevant information categories is listed in
the application gallery to protect the user's privacy. Azure AD Cloud App
Discovery is currently only available for full Windows operating systems.
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Looking at the IAM in this overall context, it is noted that these functions constitute the
foundation not only for mobility, but also for the security of sensitive corporate data in the
processing cycle.

Identity Access Mobile Application Mobile Device Mobile Information Mobile Content
Management Management Management Management Management

>
="

Lz ]
- e BB
SEO=

Special handling for moving to a multi-forest
Active Directory environment

Microsoft provides three main integration scenarios that can be used standalone or
combined in a hybrid IAM architecture. The first scenario builds the cloud identity scenario
which we have already discussed and implemented in the first chapters of the book. The
next two scenarios are:

¢ Synchronized Identities: Azure AD Connect with password synchronization

e Federated Identities: Azure AD Connect and ADFS for federation and local
passwords will be used

As you can see, the Azure AD Connect tool is always required for any hybrid scenario you
drive. So we need to start the supported topologies so that you can move to a single or
multi forest scenario combined with single or multiple Azure Active Directories.

Supported topologies

The following topologies are supported by Microsoft:

e Single Forest mapped to single Azure AD

e This scenario is a commonly used one. Single forest and a single instance of
Azure AD. For this scenario, the express settings of the tool can be used.
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We recommend filtering objects so that service accounts, computers, or
other objects will not be synchronized to the cloud.

e Single forest filtering scenario to multiple Azure AD's:

The following decisions must be borne in mind:

e Azure AD Connect must be configured for filtering
e DNS domain registration is only possible in a single Azure AD

¢ UPNs of the users On-Premises must use separate namespaces

e One Azure AD directory can enable an Exchange hybrid with the On-
Premises Active Directory

e Group and device write-back scenarios are possible

Practical Tips

It is not possible to sync the same user to multiple Azure Active
Directories.

It is not possible to modify Azure AD Connect to connect to multiple
Azure Active Directories.

e Multiple forests to single Azure AD:

The following must be borne in mind:

¢ Users have only one identity across all On-Premise Active Directory
forests

e UPN and Source Anchor will be provided from the forest

¢ Users have only one mailbox

e There is no need to use Azure AD Connect on a domain joined server

Remember that multiple forests and multiple Azure AD Connect Tools on
one Azure Active Directory are not supported. The only exception is the
usage of a staging server. A staging server can be configured for High-
Availability scenarios (active/passive). In this scenario, the staging server
doesn't export information to the target system.
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e Multiple forests to multiple Azure AD's

For each Azure AD directory, you will need one Azure AD Connect
installation.

Azure AD directory instances are isolated by design!

Users in one Azure AD will not be able to see users in the other directory. You can also use
the same design principles, such as the single forest to single Azure AD scenario. The
following screenshot shows the different scenarios as a small summary. Be aware that we
discuss these scenarios in depth in upcoming chapters.

Single Forest scenario

A B2

Active Directory Azure AD
Forest Connect Azure AD
Multi Forest scenario
Active Dlrect:r)\ < >
Forest @
Azu re AD Azure AD

Connect
Actlve Directory
Forest

Single/Multi Forest - Multiple Azure AD scenario

Bo- &)

Azure AD Azure AD
Connect

Active Directory
Forest E - @

Azure AD Azure AD
Connect
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Describing architectures and needed
changes

In this section, we will describe different architectures including the needed changes in big
picture scenarios. In particular, we will discuss the integration of On-Premise applications
with the whole authentication and authorization strategy. Furthermore, we start to take the
first steps in the hybrid usage of MFA and Azure Rights Management Services (RMS) with
typical examples.

Authentication integration

Azure AD provides the capability to integrate On-Premise applications with the Azure
Active Directory Application proxy service. To use these capabilities, you just need to install
the dependent module, the application proxy connector on your existing Windows Server
2012 R2 Web Application proxy server. With this installation and the necessary
configuration, you have taken the first step in this hybrid authentication solution. The
following figure shows this scenario to provide you with a better idea about this concept:

SAAS / CLOUD APPLICATIONS

ﬂ m
. - D B o E .
E

- - » P T——

USER Azure Active Directory I S
Application Proxy ON-PREMISE APPLICATIONS

A
D :
— 7 E I
FILE SERVER

Web
Application Proxy

n J'n

‘Ln

AREPOINT

EXCHANGE SERVER
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The Azure Active Directory proxy can publish On-Premises/Cloud
applications. In the preceding figure, you see an example where the
connector is centrally installed on the On-Premise Web Application proxy.
You can also install the connector on the application itself and completely
work without a local Web Application Proxy.

You are also able to add Conditional Access Controls to this scenario. The following
parameters can be used:

Dependencies Parameter

Properties of the user | Identity of the user
Group memberships
Policies for authentication

Device Ownership

Managed by the organization
Policy compliant

Not stolen or lost

Application Sensitive business applications
Access restrictions
Actuality and strength of authentication

Network Inside or outside the corporate network

To get a better idea and to give an example of a conditional access scenario, we provide the
following access control matrix:

Application |Policies

On-Premise | Allow Access in the event of:
SharePoint |* Employee Access

Exchange ¢ Personal device joined to domain
* Managed by MDM

» Compliant with device policies

Cloud Employee Access
Amazon S3 |[e Access from unknown device
SAP * Access from outside Corp Network

Service Now | « Azure MFA satisfied
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Other examples that are often included in the security requirements are:

¢ Exchange Active Sync (EAS)
¢ One Drive for Business (OD4B)
e SharePoint MySite

Not only end users, but also administrators must meet certain requirements to work on the
corporate services. For this, administrators are often limited through the conditional access
controls to perform technical tasks from a non-protected terminal or from an unsafe defined
network location.

Multi-Factor Authentication (MFA)

Very often we find it to be a security requirement that access over the Remote Desktop
Services need to be protected. With this example we want to start to explain the hybrid
approach of the Azure MFA services (more information about the service itself can be found
here: http://bit.1ly/1pXcbyh). The following figure shows an example where the user
needs to provide an additional verification to get access for the corporate On-Premise
Remote Desktop Services.

This scenario also works very nicely with any other On-Premise service
and obviously with a Citrix configuration. However, DirectAccess is not
supported for this scenario.

VERIFICATION
DEVICE

Azure Multi-Factor !

Authentication
MFA Server

HTTPS
— __ROP

ACCESS Remote Desktop Remote Desktop

DEVICE Gateway Services Hosts
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The following integration modules are needed to provide this functionality:

¢ The On-Premise setup and configuration of the Azure MFA server
¢ Configuration of the Network Policy server to provide the correct access rules

In the following section, the essential components and processes involved in the integration
with the ADFS are shown. The common functionality and basic description of ADFS are not

included in this section.

When integrated with ADFS, there are three major components that are required for the
solution. Besides the ADFS services, even the ADFS MFA adapter and the MFA Provider
(server) of the Azure Active Directory need to be downloaded from the management side
and linked by a code with the online component. In the following figure you can see the
interaction between the On-Premise components:

D ACCESS DEVICE
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-.- VERIFICATION DEVICE
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On-Premises
Applications
RADIUS
LDAP
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SAML
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MFA Server
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Active Directory
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AAD Connect
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In order to make the interaction more understandable, we explain the AuthN flow with a
typical application in the next figure. If we assume that the reliant party is a typical SaaS
application such as Outlook Web Access with Office 365, the browser opens and
https://portal.office.com will be opened. Since it is no cloud user, a redirect is triggered
to the On-Premise ADFS server and the user is prompted to authenticate. If authentication
is successful, and the Application MFA is activated, it starts with the verification. The data
is processed through the server adapters and completed in the best case as successful.
Thereafter, a POST is triggered on the actual application, the authentication is performed
with the token, and the user can use the application.

Relying Party

Active Directory
Federation Services

MFA Provider

ADFS
Server

(ADFS) MFA Adapter

The following figure shows the process of integration with further details:

Protocol
Handlers

Ws-Fad
Client Oéuth
Request

Additional
Authentication

RP Issuance
Authorization Rules

Primary and Device
Authentication

Access token

MFA Triggers

Access denied

The cloud components in the following solution architecture are purely used for licensing
and required for the registration of verifying devices or applications. The configuration and
management of the individual functions for the integration of the On-Premise infrastructure
are consistently performed in the corporate infrastructure.
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The solution infrastructure does not differ greatly from a standard ADFS architecture. The
reasons are very simple as to install the server component for MFA on current ADFS
servers. This results in a reduction in complexity and improves the manageability of the
solution. Furthermore, a second MFA server can be added quickly and efficiently to map a
redundant solution in this area. The second change is the installation of the adapter on the
ADFS servers and the basic structure of MFA Claim Rules results, defining when, how, and
if a MFA is required.

The following core principles are the most important ones in the solution:

Authentication

Alarms and reports

One-Time Bypass
¢ Custom voice messages
¢ Contact methods

This diagram shows the required communication paths of the solution and the required
installations on the ADFS components:

Firewall Firewall
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DMZ
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[ ] f \ n A Web Application Proxy - ADFS f MFA (gémany)
Office 365 k)
Load Balancer Load Balancer
[
S
a Azure Active Web Application Proxy ADFS / MFA oo
Directory

AAD Connect
(Synchronization)

Relying Party Trust
(Office 365 Identity Platform)

MFA Service
(Communication)
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Rights Management Services

With the integration of Azure RMS, we can deal with the need for information protection
and partially sensitive access to security zones based on the data classification. Rights
Management Services provide the technology for such a solution. Microsoft also provides a
hybrid approach to use this service. Maybe because of security requirements you need to
have special protection mechanisms for the master key material; for example, they must be
stored and managed within the corporation and protected by a Hardware Security Module
(HSM). Azure RMS allows you such a scenario. The Azure Rights Management Service
accesses the key to enable the encryption process. Furthermore, the cloud service can
integrate local server systems such as SAP, File Server, SharePoint, and Exchange to allow
encryption with RMS in the applications.

The following figure shows the architecture schematically:
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Summary

Now that you have finished working through this chapter, you will be able to identify some
business drivers, feature sets, and architecture changes involved in stepping into a hybrid
IAM scenario. You are also in a position to handle the special requirements of a hybrid
approach with a single or multi forest On-Premise Active Directory. Remember that this
chapter just provides overview information. However, don't worry, as we will get into all
the details in the next couple of chapters.
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With this chapter, we will start to jump into our first hybrid identity and access
management scenario. You will be guided through business-relevant information to plan
and make the right decisions for a hybrid approach with a single On-Premise Active
Directory forest. You will learn to adopt the relevant features, licensing models, and a
common security strategy for typical legal requirements. Furthermore, you will also be in a
position to build the first basics for the special requirements of a hybrid approach with a
multi forest On-Premise Active Directory.

¢ Identifying business needs for a hybrid approach

¢ Choosing the correct features

¢ Getting the benefits and costs

e Applying the right security strategy for legal requirements

Identifying business needs for a hybrid
approach

First, we will start to discuss important and relevant business needs of the hybrid identity
and access management approach. We will divide this section into three parts:

¢ Typical business needs — common use case and challenges

¢ Enterprise Mobility context — supporting Enterprise Mobility with hybrid
identity and access management
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¢ Enterprise cloud suite context — supporting Office 365 and Windows 10 clients
on top of Enterprise Mobility

Typical business needs

As already touched upon in previous chapter's, companies usually have Active Directory as
their local identity provider to authenticate users with a single sign-on scenario to access
their applications. Larger companies have also made investments in On-Premise identity
and access management tools to provide the capabilities for user provisioning, automation,
and data integrity. In terms of Microsoft technologies, MIM 2016 or earlier versions of the
product could be in place. But it doesn't really matter which tool is in place. So until last
year, the main focus was on the On-Premise world. With the area of cloud services and
other identical scenarios such as hosting, they need to think about managing both the On-
Premise and the services outside the company network.

With these changes, companies need to extend their strategies for managing both scenarios
including many other different challenges that come up, such as integrating external users
for collaboration, building their own apps with a rich set of identities, and access
management functionality facing customers.

So the biggest need is to build a flexible and standardized identity bridge to integrate cloud
services and external partners. Microsoft provides different tools and architectures to fulfill
the existing requirements, and we will discuss them in upcoming chapters.

Enterprise Mobility context

Today companies face the challenge of building the foundations for the further usage of
cloud technologies to create and develop an effective and sustainable strategy for a
manageable and overall secure infrastructure.

The most important aspects are:

¢ Development of a hybrid cloud strategy for a secure and phased implementation
of cloud services (2800+ in Azure Marketplace) such as Office 365

¢ Providing a modern workplace by an Enterprise Mobility Management solution
supported by Microsoft Intune

e Optimization of IAM for the use of standardized authentication, and
authorization protocols
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e Reduction of fractures in the area of authentication, and double identity
management and related services

e Optimization of resource your access concerning usability/security

These development steps are currently going through a number of companies in different
sizes and sectors. Looking at the developments and trends, which are shown by Gartner,
you find yourself very quickly thinking of ideas and strategies for your own company. The
following figure shows the relevant information based on the hype cycle from 2015:
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For the construction of a hybrid cloud strategy, individual manufacturers offer a large
number of functions and the appropriate solutions and products. Also does this as we
already know? Microsoft's global approach, in addition to the cloud-first strategy, is to
support all major cloud models such as public, private, and hybrid. This approach enables a
differentiated and specific use of cloud services for different application scenarios and
security requirements of an enterprise.
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The three basic cloud services of Microsoft in the field of IAM and Enterprise Mobility are
represented by the following products:

e Microsoft Azure Active Directory Premium
e Microsoft Intune
e Microsoft Azure Rights Management

The following figure shows the main themes in strategically building a hybrid cloud
strategy:

Data Classification

Identity &
Access
Management

-

Hybrid

To gain a better understanding, we provide the main technology objectives or functions to
support an Enterprise Mobility initiative based on solid identity and access management.
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Data classification

The classification of data, such as business information or personal data, is not only used for
On-Premise infrastructures as a basis for providing secure business-critical information and
the fulfilment of compliance with official requirements, it is also even more pertinent to the
use of cloud services or solutions for a company. As they use a controlled transfer of data in
a region in which responsibilities need to be defined, contracts must be regulated. Security
requirements do not stop at the private cloud, maybe the responsibility for the technical and
organizational implementation and control of security settings.

Subsequent objectives are:

¢ Construction, extension, or adaptation of data classification schemas for cloud
integration

e Data classification as a basis for encryption or the usage of isolated security silos

¢ Data classification as the basis for authentication and authorization

In principle, data classification is the categorization of data in document classes. These
document classes define the level of control over how the data needs to be protected against
theft, compromise, or inappropriate usage.

By classifying data, managing information security is greatly increased in
its maturity.

Data classification is an important component in the implementation of audit and
compliance activities in an enterprise. For a successful data classification, you need to know
where and with which security criteria information needs to be stored, and what the impact
is when data loss occurs. In principle, information can be in three different states:

e Saved state (at rest, for example, a file server)
e In process
¢ On the move (transport)
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The following figure shows the different states in an enterprise:

(" N
Public Cloud
Service Provider
\_ Saved state )
('-
B g BE
X L1
\Processing Moving
(" N
On-Premise
Data Center
Saved state Private Cloud
/

The classification of unstructured data such as documents or e-mail
messages is a more complicated and expensive process than structured
data.

The classification of data should be a prerequisite for the use of common initiatives such as
Bring Your Own Device (BYOD), Consumerization of IT, or a cloud solution. Only, if it's
clearly defined what information can be at what location and which safety measures need
to be taken or processed, can these be used safely and efficiently used.
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Typical needs of data classification for cloud applications are:

e Meeting compliance requirements

e Optimization of storage management

e Compliance and definition of security requirements in the area of access
protection

e Compliance and definition of security requirements in Data Leak Prevention
(DLP)

Hybrid IAM

As a cloud service for this area, the Microsoft Azure Active Directory, which is built on the
context of SaaS and Cloud IAM, plays a central role in hybrid deployment. Azure Active
Directory also serves as a central platform for each SaaS application from Microsoft.

The service provides the following main objectives:

¢ Synchronization of identities with the On-Premise Active Directory

¢ Group and role-based access control for SaaS applications

¢ Management of security and distribution groups (managed/self-service)
Reduction of risks

e Compliance with safety reports and MFA

Providing a Self-Service Password Reset and Change functionality

Mobile Device and Application management

The cloud service for this area is Microsoft Intune (standalone) and it includes On-Premise
System Center Configuration Manager infrastructure (an Intune hybrid) through a specific
connector. The identities of the user-controlled distribution of applications and security
settings are provided with the Azure Active Directory.

This service provides the following functions:

¢ Controlling resource access using registration of the device and configuring
compliance policies

¢ Central overview and administration of all devices to be managed from servers to
smart phones via one central management console

¢ Application delivery for all current platforms such as IOS, Android, and
Windows
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e Seamless integration in the deployment and management of Office Mobile
applications

e User-Oriented Applications and Safety administration

Information protection

Azure Rights Management provides a solution for the protection of information on the basis
of digital rights management. Identities are also provided by the Microsoft Azure Active
Directory. The hybrid approach is carried out by the integration of the On-Premise
infrastructure through a connector and the provision of the master key material by a HSM.

e Data security for all current platforms such as IOS, Android, and Windows

e Support for all file formats

e Support for current identity federation

e Providing B2C by RMS for individuals, the user can consume protected documents

Microsoft RMS can help you to fulfill nearly all the actual challenges out-of-the-box. RMS
protects sensible information such as:

¢ The information can only be consumed by the right person

The information can only be modified with very detailed rights

The protection level moves with the data

The information is always under the control of the company
e Documents can be tracked and revoked

The following figure shows the functionality of RMS:
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The process starts with protecting information and ends with consuming it with the applied permissions from
the data owner or the classification level.

1. Applying permissions: The document will be created and protected with RMS -
for this we need to be authenticated against the RMS by SSO.
2. We define the rights, and the key material will be requested transparently to the

user.
User Rights Summary - <inovit Finance Admin Cnly> -
User or Full g : Export ] Reply Allow
Group Control View Edit Save [Save as) Print Forward Feply Al Extract Macros

v vl v vl v v

Owner

Close

The key material will be received transparently by the user.

The document will be protected with the chosen rights.

The document will be distributed to the required recipients.

Usage rights. The document will be received from the recipient — the recipient
need to be authenticated against the Rights Management Service by SSO or Single
Logon.

7. The key material and the usage rights will be requested transparent to the
recipient.

8. The key material will be received and the recipient can access the information
with the appropriated rights — or the user will get an access denied message.

o Gk W

Desktop and application virtualization

By Microsoft Azure RemoteApps or the operation of a Remote Desktop Services
infrastructure such as Azure IaaS, desktop and application virtualization can be achieved
within a hybrid approach. In the area of IaaS, virtual Remote Desktop Services are instances
integrated in the On-Premise Active Directory of the company and can be equipped with
local security configurations.
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The following main objectives will be provided:

¢ Desktop and application virtualization for all current platforms such as iOS,
Android, and Windows

e Scale up or scale down/scale out/scale in — for example, in mergers for quick and
efficient delivery of relevant business applications

¢ Providing an access solution for certain security silos

e Integration of multi-factor authentication through the Azure Active Directory

Practical Note:

Azure Remote Apps don't provide a real desktop virtualization and are
positioned to bring current (legacy) Windows 32 applications to mobile
devices such as iOS, Android, Windows (phone/mobile) and Mac OS.

Requirements for expansion — identity classification

First, it must be determined whether the standard information may be synchronized by an
employee within the enterprise to the cloud. In the following example, there are default
attributes that are synchronized for the use of Office 365 with all of its functions:

Attribute Name | Value | Contributing MA | Sync Rule | Type |
countryCode 0 onidam.ch In from AD - User ... number
department Sales onidam.ch In from AD - User ... string
displayMame Aprl Stewart onidam.ch In from AD - User ... string
domainFG DN onidam.ch onidam.ch In from AD - User ... string
domainMetBios OMIDAM onidam.ch In from AD - User ... string
forestFQOM onidam.ch onidam.ch In from AD - User ... string
forest MetBios OMIDAM onidam.ch In from AD - User ... string
givenMame April onidam.ch I from AD - User ... string
object Sid 01 050000 000000 0515000000 ... onidam.ch In from AD - User ... binany
object SidString S-1-5-21-1323180023-1460257248-12...  onidam.ch I from AD - User ... string
pwdlastSet 2014091 2112541.02 onidam.ch In from AD - User ... string
sn Stewart onidam.ch I from AD - User ... string
sourcefnchor ¥urghcNW+00OR fwpaoHl¥dg== onidam.ch In from AD - User ... string
sourcefnchorBin.. BEEAEABRCISHEFE 4391 EFDAS... onidam.ch In from AD - User ... binany
sourceCbject Type  User onidam.ch In from AD - User ... string
telephoneMumber  (312) 555-5454 onidam.ch In from AD - User ... string
thumbnailPhata FFD3FFEDOD 01D 44 46 4546 00 0... onidam.ch In from AD - User ... binany
title Sales Manager onidam.ch I from AD - User ... string
userPrncipalMame  aprl stewart@onidam.ch onidam.ch In from AD - User ... string
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Attributes such as the job title or phone number do not necessarily have to be synchronized.
Private information is very rare in this process, and if it is present, it's then taken specifically
with the consultation of the employee. A typical example could be a MFA solution such as
Azure MFA using a private e-mail address or cell phone number for a Self-Service
Password Reset or user unlock.

Enterprise cloud suite context

The last context you should know is the Enterprise Cloud Suite (ECS). Just remember the
basics: all the products in the ECS, and also the Enterprise Mobility Suite (EMS) within the
ECS, are available separately. So ECS and EMS are new license bundles; they are licensing
suites to put different use cases together to match customer needs in a simple and cost-
effective way. Yes, it is cheaper to buy the suite than individual products.

The following figure shows the included products in the ECS:

Enterprise Cloud Suite

Office 365 Pro Plus
Exchange Online
Lync Online
SharePoint Online

n
©
)

]
2
&=
o

Yammer

System Center CM
Windows Server CAL
Azure Rights Management
Windows Intune

Azure AD Premium

Windows SA Per User

So, when can you use ECS?

As you see, the products inside this licensing model help you save money if you use a
combination of Office 365, EMS, and user-associated clients such as a Windows 10 Notebook.
For this very use case, Microsoft has designed ECS to give users the productivity they want
and IT the security and control they need to enable this.
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In detail, you may well be familiar with the components of this suite:

e Office 365 E3 plan
e EMS
e Windows Enterprise

In this usage scenario, Office 365 E3 gives you access to all the productivity services and
Office 365 Pro Plus. Coming from the EMS, you get some additional licenses:

e Windows Server CAL

e System Center Configuration Manager CAL

e System Center Endpoint Protection CAL

e Windows 8.1 Enterprise edition (or higher) of the client operating system

With this combination, the licensing has been updated to User Subscription License (USL).

The biggest change here is that Windows Enterprise has always been
0 licensed per-device, but now it will also be available on a per-user basis.

Choosing the correct features

In this section, we will provide you with an overview of the most important features to
provide a suitable hybrid identity and access management platform. We will divide this
section into the following feature parts:

¢ MIM - On-Premise Identity Management

Azure AD Connect - First part of the identity bridge

Azure Active Directory Connect Health (part of Azure AD Connect binaries)

Active Directory Federation Services — second part of the identity bridge
Azure MFA Server

Azure Rights Management Connector

Bring Your Own Key (BYOK)
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MIM 2016

MIM 2016 is the On-Premise IAM product. So if you want to integrate a native solution with
the following capabilities it will be a good choice to take:

Identity Synchronizati Delegation of Administration Dynamic Groups
Provisioning / Deprovisioning Self Service Password Reset Certificate Management

Access Request Management  Self Service Group Management Reporting & Compliance

Access Policy Management Role Management sac, ABac, sop) Access Certification

The following are new features is in MIM 2016:

¢ Licensed with Azure AD Premium — remember Azure AD premium is part of
EMS and ECS

e Windows 10 support

e Privileged Access Management (PAM) — also management of Windows Server
2016 in the near future

¢ More self-service capabilities such as user unlock or privileged access requests

¢ A brand new certificate management

e New hybrid identity management

¢ A cloud-ready solution — the next steps in the roadmap are to merge the MIM

2016 synchronization engine with Azure AD Connect, which we will describe
soon in this chapter

Azure Active Directory Connect

Azure AD Connect is the first part of the identity bridge (hybrid identity) to integrate the
cloud IAM. The main functionality of this tool is to synchronize On-Premise identities to the
cloud. MIM 2016 is also able to do this with the Azure AD Management Agent. Be aware
that this will only be supported until the merger of the synchronization engine is done.

Also, another question we always get is: Can I use another tool to synchronize identities to
Azure AD?
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Yes. But keep the following in mind:

e Supportability
* You need to develop all the rules and functions in your tool

e Some functions will not be available such as password re-hashing/
synchronization

e Why you should not use two tools — separate the workloads, rules, and functions

bridge. This means that you can also install and configure your ADFS

Azure AD Connect is able to install and configure the whole identity
0 infrastructure for federation reasons with this tool.

Azure Active Directory Connect Health

Azure AD Connect Health it offers you the ability to view alerts, performance, usage
patterns, and configuration settings; it also enables you to maintain a reliable connection to
Office 365, and much more. This is accomplished by using an agent that is installed on the
targeted servers.

Azure AD Connect Health for AD FS supports AD FS 2.0 in Windows Server 2008/2008 R2,
and AD FS in Windows Server 2012/2012R2. These also include any AD FS Proxy or Web
Application Proxy servers that provide authentication support for extranet access. Azure
AD Connect Health for AD FS provides the following set of key capabilities:

e View and take action on alerts for reliable access to AD FS-protected applications
including Azure AD

¢ E-mail notifications for critical alerts
¢ View performance data to determine capacity planning

e Detailed views of your AD FS login patterns to determine anomalies or establish
baselines for capacity planning

Installation notes

The Azure AD Connect health agent is natively integrated from Azure AD
Connect (1.0.9125.0) and has to be manually installed on your AD FS/WAP
servers. Azure AD Connect Health requires an Azure AD Premium
assigned to the relevant Azure administrator in order to be pinned to your
Azure Portal dashboard. Actually, as a preview, you will also be able to
monitor your local Active Directory in future (http://bit.ly/2aAtRtr).
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The following figure shows an example of the Azure portal:
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Active Directory Federation Services

AD FS are the second part of the identity bridge, and the main capability they provide is
federation. This service is required to build single sign-on to your Azure AD and associated
Saa$S applications. ADFS can also be used to integrate partners or social identities without
Azure AD and a lot more.

Azure MFA Server

The Azure MFA server is the On-Premise component of the Azure MFA service. With this
server installation, you are able to integrate On-Premise applications into a multi-factor
authentication scenario. Very common use cases are:

e ADFS Integration
e Remote Desktop Services or Citrix landscapes
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¢ On-Premise SharePoint or Exchange
e On-Premise IIS applications
e VPN's or other local applications

DirectAccess is not supported because of technical reasons.

Azure Rights Management Connector

With Rights Management Connector, you will be able to include On-Premise Exchange,
SharePoint, and Windows File Server to use the Azure RMS service. This gives you the
capability to use the File Server Resource Manager to protect your local stored information
on a Windows Server 2012 R2 file server. The following screenshot shows a use case with

integration in a Work Folders scenario:
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The main benefit in the case of a file server is that you use the classification engine and a
fully integrated scenario with the Azure RMS services. The following figure shows this
integration from a technical perspective:
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Bring Your Own Key

An additional component to the hybrid approach of Azure RMS is that you are able to
create and protect the sensitive key material of Azure RMS on a local Hardware Security
Module (HSM). This helps companies with very restrictive security controls to use cloud
services to protect sensitive information. The following figure shows the relevant concept:

Your key stays protected by Thales HSMs.
Microsoft cannot see or leak your key

Microsoft Rights Management service

@ Bring-Your-Own-Key [BYOK) to the
using HSM-to-HSM transfer

You generate your keys. You keep master
key and contrd key lifecycle per your
compliance requirements

O Your Premnises.

I
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®
®

The Microsoft Rights Management service can use
your key

Microsoft can replicate your key for scale /
disaster recovery

Microsoft provides you near-realtime log
of how your keyis used

This scenario is not supported for Exchange online. Exchange Online will
be supported at the end of 2016.
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Getting the benefits and costs

In this section, we give you an idea about the different possibilities to buy the discussed
licenses of the services. If you remember the tables from chapter 1, Getting Started
with a Cloud-Only Scenario, it will be clear that with a hybrid approach it makes sense to
invest in Azure AD Premium, as you see in the following table:

Features Azure AD
Premium
Self-Service Password Reset with On-Premises write-back [ X
MIM server licenses X
Advanced anomaly security reports X
Advanced usage reporting X
MFA (cloud users) X
MFA (On-Premises users) X

So, if you also use Office 365 and want to use other hybrid services, it would be great to take
a look at EMS and ECS. To be up-to-date, use the following link: http://bit.ly/2atHFel.

The following list shows you Microsoft's different sales models:

Product EA/NL Open CSP MPN use rights  Direct purchase  Trial
Enterprise Mobility Suite X X X X X
Azure AD Premium X x X X X
Azure AD Basic X x X X

Remember to use the licensing tools from chapter 1, Getting Started
with a Cloud-Only Scenario!l Azure RMS and Microsoft Intune can also
be licensed on a standalone basis.
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Applying the right security strategy for legal
requirements

In this last section, we want to briefly explore the most important topics about Azure and
security, so that you can get a toehold in this area to provide a suitable strategy for a hybrid
approach. We start with service regions and finish with an overview of Microsoft
certifications.

Service regions

To decide the correct strategy it's very important that you know that the core Azure Active
Directory service is a global service. So your identities will be replicated over the whole
world. For example, with Office 365 you can define in which location/datacenter the service
should run. You say YEAH! — But what about the identities! Be aware that you need to be
sure that your identities and the associated attributes are allowed to be replicated to the US.
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Microsoft certifications

Microsoft invests a lot of money in governance, risk, and compliance to provide the best
security strategies and controls for their customers. They have already reached a very high
certification standard level around the world. An important one is the ISO/IEC 27000 family
of standards, which helps organizations of any type and size keep information assets
secure. ISO adopted ISO/IEC 27018:2014 in 2014, the first international code of practice for
cloud privacy. Based on EU data-protection laws, it gives specific guidance to cloud service
providers acting as processors of Personally Identifiable Informati